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0. Introduction:

SALTO RW Pro-Access software has been developed to
manage access control to buildings where read-write 1D elements are
used (smart cards).

Using this system two main tasks can be accomplished:

- Design the locking schedule and perform the first
electronic lock initialisation.

- Support an application usable by software operators to
edit the user’s key cards.

ARV Pro-nccess [office1] 3 =] x|
File Data Keys FPD Tools Help
=y —
B sm € £ = O [
Doors Zones Ussrs  Usergioups | Timed periods  Timezones Calendar DsT Connect PFD Audi uail
Operator: admin [ 16j05(2002 10:58:26 | |
igfitnicio || [ @ (53 T || Kibandeia de entrada - Out... ZEHIE 05

Figure 1.

Once the locking schedule has been designed, we will transfer
it to every door within our facilities by PPD, a small portable
programming device, which will be essential to implement the
installation, and to audit doors whenever you want.

To sum up, you will need the following elements in order to
manage access control:

1. Salto RW  Pro-Access Software installed in 1 PC
computer (or in your LAN - Local Area Network - server.)

2. Smart Cards, for users.
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3. Smart ID escutcheons for those doors with access control
procedures.

4. 1 card editor. (EC5000)

5. 1 portable programmer (PPD500).
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1. Program installation:

To install the software provided by SALTO, your minimum
system requirement should comply the following:

e RAM: 64MB (minimum), 128MB, (advisable).

e Hard disk available space: 50 MB. (Aprox., depends on
the DB)

e Operating system: windows ,98,Millenium,2000,NT 4.0.
e MDAC version 2.1 or higher.

e Pentium Il processor

The CD-ROM provided by SALTO contains a wizard for easy
installation that runs automatically, when you double click the “SETUP
.EXE” icon. Follow the wizard instructions for installation.

WARNING: make sure that your PC clock has the right time, and
does not lose nor put forward time, since the system time will be
based on your PC clock.

Salto software allows you to work with a multiworkstation
configuration, that is to say, the program can be used on different
PCs simultaneously, with the same data base. The indispensable
condition being that every user is provided access with read/write
privileges to the folder containing the data base. It would be
preferable for the data base to be located in a server, if there is one.

MDAC

Salto RW application requires MDAC (Microsoft Data Access
Components) 2.1 version or higher installed on the system. This
requirement is met by the latest operating systems such as Windows
2000 or Millennium, where MDAC 2.5 is a default installed option.

However, if you have Windows ,98 or NT installed, it may not
be contained. To find out, perform the following steps:

e Open RW application as administrator and select the pop-
up menu HELP/ ABOUT.



SALTO Software Pro Access Page: 7

e Then, a window with the system general information will
be displayed, where you could learn the MDAC version
installed on your hard disk. If you do not have this
program installed or its version is lower than 2.1, then,
you will need to install MDAC on your system.

MDAC Installation on your system

SALTO installation program contains also the executable file
“‘mdac_typ.exe”, that runs MDAC 2.5 version. Before proceeding to
install this, perform the following steps:

e Check that your system has no MDAC or a lower version
than 2.1 already installed (see previous paragraph).

e Close all currently active applications, above all those that
could use MDAC such as: Word, Excel, Access, Power
Point, Internet Explorer, Outlook, etc...

¢ When Windows 2000 or NT installed, as a precautionary
measure, log in as a user with administrator privileges.

e Double click the executable file “mdac_typ.exe” contained
in the CD-ROM provided by SALTO in order to install in
your hard disk 2.5 version. To localise this file, select the
path: D:\Mdac\ Mdac2.5SP2\ Language\ mdac_typ.¢

e |t is advisable to read the mdac _readme file, to obtain
more information.
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2. Software operators. Competencies.

The first time you login the program must be opened as
administrator.

To open the program double click the shortcut icon you will find
on the desktop.

A window like Figure 1 with 2 fields will be displayed:

User name: type admin.. in upper case
Password: in your first login session is not necessary to choose
one.

Validate both field clicking "OK" box.

I1zer name:

[chir]

Paszword:

W 0K X Cancel

Figure.2
Since it is the first time we open the program, Toolbar icons
are disabled ("greyed out").

In order to activate Toolbar, you need to name the data base
we will be using.

And assign a path and a directory in your computer.
e Click on the popup menu FILE.
e Select NEW BD. option (Figure 2)

e A window like that of Figure 3 will display.
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B3R/ Pro-Access [office1] & x|
Fil. Data Keys PPD Tools Help
1. 05 @ @‘ﬁy = - [@-
(& Cpen DB g \@ iTé’E
Users  Usergioups | Timedperiods  Timezones  Calendar DsT Connect PP Awdittral

Logout

Change languags  *

Exit
|operator: admin [ 16/05/2002 11:06:42 | |
#Micio “ B &= “ EiBandeja de entrada - Out.. [ 4 R/ Pro-nccess LETE e

Figure 3

Assign a name to the data base you will be dealing with,
(Property name) and a directory in your hard disk (if
working on multiworkstation mode, it will provide you with
the path to the server or it will host the data base)

If the application is used in multiworkstation mode, It is
important not forget the directory name where the data
base will be saved, as well as doing backup copies of the
data base, since the whole locking schedule is intrinsically
linked to it. See Figure 3.

Validate data base name and location (click "OK" button)

ﬂHew database

(=l 4
Froperty name
|BuildingT0

Select folder

-] Documents and Settings
g intercambio

=1 pavin

E-1 unzipped

E]--{:I windows

-0 WINNT

[]--@ Disco compacto (0:)

[-{=] Panel de control

[-B8 Mis sitios de red

| @l Papelera de reciclaje

@ Ihnt.erne't“Eleoﬁrrer. - LI
o Ok I X Cancel |

Figure 4
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Operators competencies

The administrator must specify program operators, their
competencies, in other words, which options of the main menu will be
allowed to use. The administrator could also define his own and other
operators' program access passwords.

Go to pop-up menu TOOLS/ OPERATORS AND
PERMISSIONS/ OPERATORS, as is shown in the Figure.

BAR/ v Pro-Access [officel] —1& x|
File Data Keys PPD | Tocls Help
-~ —
] > i3
B &E & i
Doors Zones Calendar DST Connect PPD_ Audit trai
T Mskebackp
Restore backip
CompactRepal
Options
|operator: admin [ 16/05/2002 11:04:30 | [ |

EZEILE 104

B ]Pro-access Ri-esp - Mic

M nicio |J [ WA=Nc] H [¥Bandeia de entrads - ou... | [ 74 R/W Pro-Access

Figure 5.

By default, the system offers one operator, ADMINISTRATOR.

Soit Search

Operator group -

Administiator

Mew [, Wiew details E Delete | / [ Close I

Figure 6

10
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You will probably be required to create further operators.

To create a new operator, click the NEW button on the bottom
part of the window. A blank window will be displayed, as shown in
the following Figure:

M arne
é Iadmin2

|zer name L anquage

Iadmin2 English =]
Faszword
|1234
= = » W + X E‘é Save [5+ Cloge
Figure 7

¢ You will have to write the operator's name, his user name
(that is stored at the login), and a password.

e The system brings, by default, 1 operator group:
Administrator.

e Specify also the language this operator will use when
running the application.

¢ Next, save changes and close the window.
e You must immediately inform the password you have just

registered to the operator, since he will need it to access
the application.

Follow this procedure as many times as new operator you
want to create, and you will see how the operator list enlarges.

11
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[l operator list . =] ]
Sort Seaich
3 D B (1 =] | | |
|Name |Lamguage |Dperatar group | ;l
admin English Administrator
3 Adrinistrator
|
Bl
[ Hew [ View details | B Delete | [ Close |
Figure 8

Once you have created the necessary new operators on your
system, you may close this window and return to the TOOLS/
OPERATORS AND PERMISSIONS / OPERATORS GROUPS pull-up
menu. Within this option operator competencies can be set.

AR /v Pro-access [Building10] — =] x|
File Data Keys PPD | Took Help
Auditor I A ¥ o - =]
Operators and permissions~ * Operator groups e £ I
Doors Zomes ————————————————————— Calamdar DST Connect PPD Audit trail
Make backup Operatars
Restore backup
Compack/Repair
Options
|@perator: admin | 16/05/2002 11:17:45 |

@ Inicio “ . e @ m “ @Eands]a de entrada - Ou., I \ R/W Pro-Access @Pru Access Riv-esp - Mic., 5@@5 11:17

Figure 9

Operators belonging to ADMINISTRATOR group may have
access to full program menu functionality.

12
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Administrator has the ability to create further operator groups,
if he seems it convenient.

To create a new group, click the NEW button on the bottom
part of this window.

ﬂ Operator group list _ | Ellil

Sort Search
L N . INarne j I !ﬁl
Narme IDescription I ;I
| |Administrator Administrator group
4 StandardOperatars Cannot collect Audit Trail

New [0, Wiew details E Delete | [ Clase

Figure 10

In order to modify competencies of an existing group, you must
grey out this group in the list (the line gets blue) and click the VIEW
DETAILS button.

A window like that of the Figure 11 will be displayed.

13
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Operator group

4

Name

[StandardD perators
Drescription

|Cannot collect Audit Trail

~Operatars that belong ta this group————

% Operatars  +

operatar!

[ Operations alowed to thisgowp————————————————|

X

Operations

[=- [T DATA

B Edit doors

£ Edi stalf user
£ Edi staif goup
Al Edit zane

@Q Edit timzzane

H @[’f Edit timed-period
FREd B Edit calendar
wo @ B EdtDST

- [ KEY

o % P Read key

o T GE Delete key

=- 7 FFD

i [ @ Connect PFD
Lo B Lock sudi brail
=- [ TOOLS

i Create DB backup
L [® Compact DB

Edit configuration options
Sustem auditar

H Edit operatar

e [ Edit operatar group

-« 4 > o

B 3 1] || “3Bandeja de entrada - ou... |[ 7 R/W Pro-access W |pro-aiccess Rwv-esp - Mic... | [0

3 Save | [ Close

Figure 11

From this window, the operator may add or delete
program functionality, by clicking with the mouse on the
“‘check boxes” located on the left-hand side of every
option. The option being ticked off, this option will appear
as an enabled option for the operator handling the
program. Were the option not ticked off, it will not appear
as an enabled option for the operator within this group.

Administrator should save changes when he has finished
adding or deleting menu options for these group

operators.

14
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3. Import tool

Data type

The importable information are as follows:

e User list: title, first name, last name, group, general purpose
field #1, #2 and #3.

e Door list: name and description.
e Zone list: name and description.
e Group list: name and description.

e Access permissions between users and doors: user
compound name and door name.

e Access permissions between users and zones: user
compound name and zone name.

e Access permissions between groups and doors: group and
door name.

e Access permissions between groups and zones: group and
zone name.

¢ Relationships between doors and zones: door and zone
name.

Note that the import process is not made on a transaction
basis: this means that, if by any chance, errors occur in the middle of
the proccess, the whole operation IS NOT rolled back or undone.
Instead, errors are left aside and the import process continues until
the end of file is reached.

Two file format are supported, namely, plain text (*.txt, *.csv,
...) and Excel file (*.xls).

Text file
The file must contains just plain text. Any document file

containing extra formatting data (such as MS-Word *.doc, Rich Text
File *.rtf, etc ...) are not supported.

15
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Additionally, each of the characters in the text file must occupy
just 1 byte (like in the ASCII characterset): if a given file contains
characters with 2 or more bytes long (like in the UNICODE
characterset), then data is not correctly inported.

Each row in the file corresponds to a row in the SALTO DB.
Within a row, fields (or columns) must be separated by a character of
your choice (normally, ";").

When importing, you must firstly specify the line at which data
starts (zero-based) and the separator character. Afterwards, you must
match each column in the text file with the corresponfing SALTO field,
as shown in the following picture:

B UserList.txt - Bloc de notas [:||E||Z|
archivo  Edicidn  Formato  Yer  Ayuda
[ Marketing

:In:uhn T Wa'lkr", R&D
support
: Tech. support]|

Separator character

(Fig.1)

Import EI

Specify the relationship between selected file and SALTO database
fieldz

Coluran Example Related field
1 Jack First name
2 D aniel Last hame
/\ 3 Marketing Do hat impart v
Do not imnport
Title

First name
Lazt hame
Group

General prpose field 2
General purpose field 3

< Back H Mest > l X Cancel |

(Fig. 2)

16
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Excel file

All the data to be imported must be contained on one 'sheet'. It
is strongly recommended for the excel file to include (within in the first
positions) a row containing just text (for example, a header row
containing titles for each column).

When importing data, the wizard asks you the name of the
excell sheet at which data is located and the starting line (zero-
based). As in the text format, you must also match each column in the
excel sheet with the corresponfing SALTO field.

Importing User List, Door List, Zone List and Group List:

In the example below you will find the steps to import a User
List from an Excel file. The procedure to import Door List, Zone List
and Group List is the same.

& Microsoft Excel - Libro1

@grchivo Edicidn %er Insertar Formato Herramientas Datos

Yentana 7 Acrobat ;lilﬂ
Deds &6 2@ »-@= A8 B2 €2
il

A | =

i_ [First name

Last name  Department —
2 |Jack Craie ek eting
3 Johnny Walker R&D
4 |John Smith Tech. Support
5 | Steve Fish Tech. Support
5 L]
7
g
9 Irmportant note: the first row should contain text in
10 each column
M| 4[» [v[\Hojal /Hoja2 fHojaa /|«
Listo LI

(Fig. 3)

Next step is to open the import tool and fill the fields:

17



SALTO Software Pro Access Page: 18

Import rg|
‘what do wou want to import’?
Users v
/\ Type of file to import
| Exel fleskdLs v|

Select file to impart.

|E:\Documents and SettingshaznarE scritariol | Browse

Start line Fage name

[Hoal |
’ < Back ” Mexst l x Cancel |
(Fig. 4)

First of all delect what we want to import (users, doors, etc.)
then select the type of file that we want to import. Next step is select
the file we want to import, we have to use the browse button to find

the file. After this we have to select the start line and finally the page
name.

18



SALTO Software Pro Access Page: 19

After this we will have to specify the relationship between
selected file and SALTO database fields as shown in Fig. 2.The next
screen will show a summary where we can see all selected options

There %ﬂ.nuugh information to ztart importing file.

If wou want to review or change any settings, click Back.

If you are zatisfied with the settings, click Import to begin importing to

databaze.
Current zeftings
/\ Inport: Users il
From file:: C:hDocuments and Settingshaznarh Esc
File type:: Excel files|*_XL2
Start from line: 1
Page name:: Hojal
Column: 1 —--* Field: First name
Column: Z --*> Field: Last name
Columni: 3 —--> Field: General purpose field 1 P
4 >
< Back “ Impaort x Cancel
(Fig. 5)

Finally a screen with the result of the import will be shown. If

any error has happened during the process it will be shown in this
window.

Importing Access permissions between Uers and Doors,
User and Zones, Groups and Zones or Doors and Zones.

The procedure does not change much from importing users,
the main difference is in the Excel File: We have to write the user’s
complete name, as it is written in the “Name” field in the users profile.
If we want to add more than one door to a user we have to make it in
different lines as shown in (Fig. 6).

19
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E3 Microsoft Excel - USER-DOOR. xls M=
frchivo  Edicidn Wer Insertar Eormato Herramientas Daktos
Ventana ¢ Acrobat — & H
hed & T o 2 A8 3 T €7
m E @ snaglt Windaow -
A1 | = Mame
A B W ] =

1 [Mame 100 —
2 |Johnny Yalker (D 1

3 |Johnny Yalker DOORZ

4 |Jack Daniel DOOR3

£ | Steve Fish DOORT
5
7
g

Steve Fish DOoOR2
Steve Fish DOOR3
Steve Fish DOOR4

M| 4 » MM Hojal { Hoja2 {Hojaz /|4
Li

(Fig. 6)

All the following steps are exactly the same as to import User
List.

20
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4. Export

In order to export data from the database into a txt., xls. File
we have to go to the menu FILE/ EXPORT/IMPORT/ EXPORT

Once we have selected the option we will see a confirmation window, after

M et »

pressing [ ] we will find the following selection window (Fig. 1)

Export [‘5—(|

Perzonalized configuration
o B

Description : | all users

What do you want to expaort?

|zers w

A Type of file to export
| Excel files LS v

Select file to export,
|E:'\Dn:u::uments and SettingzhaznarsE soritariouzers. wls | Browse

FPage name
|F'age 1] |

’ < Back " Mext » ] ’ x Cancel

(Fig. 1)

We will start giving a name and description to the file, after that
we select what do we want to export: Users, Doors, Groups and or
Zones. In the next field we have to select the type of file where we
want to export the data: txt or xls. Once we have selected the type of
file we will select the file where we want to export the data. Once we

Mext »

have filled up these fields we will press [ l The following

window will appear (Fig. 2)

21
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Export [$_<|
Perzonalized confiquratian

. En
M arme _|users W |

Description : | all the users |

Select fields and specify the order to export

First namme
Last name
ROM Code

>
(] [=]

(] [=]

(Fig. 2)

In this window we will have to select the fields that we want to

to add fields and

to remove the ones that we don’t want. We will use the arrows @

export and the order by. We have to press

and E] to change the order of the fields. Once we have made the

whole selection we press Hewt > We will find the following
confirmation window (Fig. 3)

22
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Export

Perzonalized confiquratian

Mame : | LIZErs

5] escr&nn . | all the users

v|@|

Current zettingz

There iz enough infarmation to start exparting ko file.

If oy want to review or change any settings, click Back.

If you are zatizfied with the settings, click Mest to begin exporting to file.

Export: Users Ll
A To file: C:hZDocuments and Settings)aszharh Escritor T
File type:: Excel files|*_HLE
Fields to export:
Field: Title
Field: First nhame
Field: Last name B
Field: ROM Code W
: &
< Back " E xport ] ’ X Cancel
(Fig. 3)
Once we have confimed all the data we press
Export
thel et | bution. We can save the export personal

B
configuration for future applications by pressing .

Once we have completed the exportation, the software will

show the following window: (Fig. 4).

23
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Export

¥

Murnber of errars: 0 L-:s

MHurnber of elements carrectly exported: 733 [Users)

B
I% Save

< Back E wpirt ’

X Clase

(Fig. 4)

24
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5. Administrator operator.

The administrator (or administrators) is responsible to design
the initial locking schedule of the facilities and editing cards that will
allow employees access to the various zones and doors.

In this manual, with a view to explaining how this SALTO RW
software is used, there is an hypothetical locking schedule as a
sample to illustrate the general procedure.

To begin with, it is important to note that almost every function
can be performed by clicking the icons on the Toolbar . Parameters
can be defined along the way in any order, though it is advisable to
follow the order given below:

doors

zones

time zone

time period

calendars

time change

user groups

users and key assignation
PPD usage

©CoNOORWN =

First we will define our building doors, then we will group doors
by zones, and we will define the staff users. We will put them into
groups to save time when defining their access privileges.

It is also compulsory to define time periods, time zone and
calendar, before proceeding to PPD information to initiate doors.

Doors.
Using this menu option we will create a door list with access
control to the users (electronic locks and wall readers alike).

We move the mouse over the Toolbar icon representing the
doors.

If it is the first time we open this option, the door list will be
empty.

25
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Soit Search
L INama =l ﬂ
Name Biatter Battery date Open mods Timezone =
v L Y jul -
Ll | ;ILI
New [ View detaiks | E Delete | e
Figure 22

e Click on the NEW button to add the first door to the list.

e In the pop-up window that will be displayed, we will view
the fields we will fill in. (Except that of users, which cannot
be specified as they have not been defined yet)

e Write the name of the first door.

Next, we set this door characteristics:

—Gitoups and users that access this doo

& Groups (g Timezones |
Mame Open mode and periods—————————
I‘ Open made
Opsnfims fsee) _ Inceassdopentine | [oinge <]
| 6 | 20

~Zones this door belongs to———————
Q Users » ‘ @T\mezones |
FET I R R B3 gave | [ Close |

26
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The OPEN TIME field determines the time passed from
the moment a user opens a door until the electronic
system locks it again. By default, this time value is 6
seconds.

The INCREASED OPEN TIME field determines an
expanded open time, especially designed for mentally or
physically handicapped people. This time value is 20
seconds, by default.

The OPEN MODE field determines the electronic lock
working mode. It can be chosen amongst the four
available:

. Standard mode: the lock will only open if you use an

authorised card, within its allowed time zones.

. Office mode: the lock will be opened for any user who

wishes to gain access. It is not essential to have an
authorised card key. In order to block this operation
mode, it is necessary to insert an authorised key card
on the slot while we keep the inner handle pressed
down. If you want to disable the office mode, repeat this
procedure.

. Timed office mode: It is the same as the operation

mode in the previous example, except for a difference
that lies in the fact that the office mode can only be
enabled within a given time framework, called PERIOD.
If you choose this mode, you will be assigned one of the
diverse periods available. Next, you will have to define
said period, using the PERIOD tool, from the Toolbar.
(As detailed later)

4. Automatic opening mode: Quite similar to the previous

mode, though the door can switch to office mode
automatically, without the necessary user operation. In
this operation mode is also necessary to set a time
period, that we will later define with the PERIOD tool.

5. Toggle: The fact of presenting an allowed key will set

the door in office mode, without needing to hold down
the inner handle. The following allowed key presented
will cancel office mode.

6. Timed toggle: the way of working is just as described in

the previous paragraph , with the diference that you can
only set the door in toggle while you are in a concrete
time interval called PERIOD.

27
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7. Automatic opening + office: The same as “automatic

opening “ mode except for the fact that out of the
opening periods , the escutcheon can be left in office
mode by a user with this attribute enabled.

8. Keypad only: this working mode can be only selected

for wall readers, never for an escutcheon. The door can
be opened by just typing a valid code on its keypad , at
any time. This code is defined in the door detail window.

9. Timed keypad: same as the previous mode except that

the code is only used into a specific time interval
(period) . Out of the period, we can open the door with
the key.

10. Key + PIN: this working mode can be only selected for

11.

wall readers, never for an escutcheon. The door
demands 2 conditions in order to open: a valid key and
a valid PIN typed in the keypad. This PIN is defined in
the user detail window. (later).

Key + timed PIN: same as the previous mode except
that the keypad is only active during a specific time
interval (period). Out of the period, it is enough with
using the key to open the door.

The box called ZONES shows the door group that the
door we are currently defining belongs to. This box will
remain blank until the zones are defined.

ANTI PASSBACK : Anti passback is the fact that a user
is not able to enter again through the same door twice
until he has gone out by the exit. (or until a specific
delay time has gone by). This is a protection against
different people try to enter with the same user key.

In the Salto access control, it is also possible to get the
anti passback feature with off line doors (escutcheons)
as the anti passback feature is something that is written
in the user card.

The ANTI PASS BACK check box has to be marked if
we want anti pass back control in this door. IF the door
is a on line one, it is supposed that there are an
entrance wall reader and an exit wall reader. But if the
door is not On line, then, it is necessary to select the
direction of the anti pass back control — from outside to
inside or — from inside to outside.
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e In order to get the anti passback function working, it is
also necessary to select this option for the user, in the
user access profile (user list.) We can define the anti
passback delay time in TOOLS/OPTIONS/ LOCK.

« The AUDIT ON KEYS check box can be marked if we
want the door to record the opening events on the user
keys. You need to enable this feature on both,
escutcheons and keys (users). Note that this feature is
only available in Off line doors, it is not necessary in On
line doors.

e On line features are only available in the RW proAccess
software connected. Not in the stadard RW proAccess
software.

o If the door is a wall reader with On line control unit
(CU50eN or CU50eNSVN) then, you have to mark the
check box IS ON LINE. The CONFIGURE
CONNECTION button is used to assign an IP address
to this device and initialize it at the same time.

e The UPDATE DOOR button can be used to transmit
new information to this On line door when changes are
made

Hame ~DOpen mode and periods—————————
|Main Entrance

Open made
Open time [sec) Increase d open time Standard -
| & | 20

—Zones this door belongs to————————
g Users + ‘ @Timezomes ‘
”:: ||=: Zohes ¢ ‘
=1 B Bl oo i Bé Save | (& Close |
Figure 24
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When you complete the door definition , you can obtain a door
list like the following:

Sort Search
[ I R S | Narne 4 | ﬂ
Upda{ Mame |Batter}| |Batter}| date IDpen mode |Timezone u
|| " b ain Entrance ? Standard
" " FiezearchiDevelopment ? Standard
" " M arketing ? Standard
|| |’ Salex ? Automatic open Time period 1
| ¥ Production ? Standard
- ¥ Quality ? Standard
[

[, View details | B Delete | [+ Close

Figure 25

¢ When we have this window active, and want to view the
characteristics of a particular door, we just have to select
this door and click on the VIEW DETAILS button.

e |If, by mistake, we have written a door in the list that
should not appear, we must simply select it and click on
the DELETE button.

e A box on the upper part of the list called SORT can be
view. If you click here, you can change the order in which
the door will appear, so that they appear in order by name
or by battery status, or by open mode.

Zones.

In this section we will explain how to use the zone list. Being
zone defined as a group of doors that have been made up on a
practical basis, for instance, the doors located on the first floor, on the
second floor, etc.
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On the Toolbar, click on the ZONES icon and you wil be
prompted a window like the one below:

A

Mame Diecciiption ﬂ
14

Search

Mew | [T Wiew detalls | [ Delete | [ Close I

Figure 26

e Click on the NEW button in order to create the first zone
of the list.

e A blank window like this will be displayed.

2 x|
Groups accessing this zone
@ Groups # Timezones ‘
Mame
|
Description
Doors that belong to this zone——————
I I |
e <
Users accessing this 2one
g Users # Timezones
] ol -]
B e s dp ER B3 save | [+ Close
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e In the first place, type a zone name, be it representative.

e In the field DESCRIPTION you may type an explanation
on what basis you have gathered together these doors.

e The box called DOORS BELONGING TO THIS ZONE is
used to list the doors of which the zone is made up. Move
the mouse over the +/- button to view the doors list and
pick up those that belong to this zone.

Selection dialog |

Mon-selected iterns  # | Selecteditems 2 |
tain Entrance
ResearchiDevelopment
t arketing

Sales

Praduction

Quality

General Store

l& o [® |

| o Ok I x Cancel |

Figure 28

¢ Move the mouse over the door you want to select to
include in this zone group, and then, click on the yellow
arrow that points at the right column.

e The door selected will appear on the right-hand side
column as an integral part of the zone.
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Selection dialog x|
MNaor-zelected items  » | =3 | Selected items ¢ |
Main Entrance RezearchiDevelopment
Production =5 | Marketing
Guality Sales
General Store < |

2|
4 E
| o Ok I x Cancel |
Figure 29

Repeat this operation as many times as doors you want
to incorporate to this zone.

When you fill up the right-hand side column according to
this zone selection criteria, click on the OK button.

At this point, the doors belonging to this zone will be
shown in the bottom left-hand side box, within the zone
detail window.

The box called ACESSED BY,,, USERS is left blank since
we have not yet defined users. Once we got them
defined, we could use this box to specify which users will
have access to this zone (and on what time zone basis)

The box called ACCESSED BY... GROUPS works
analogously, except for the fact that instead of assigning
accesses to the zone individually, accesses are assigned
collectively, as a group, and therefore, it saves time.
When you have filled in all the fields of this zone detail
window, save changes.
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[ Groups accessing this zone
@ Groups Timezones

Name

|1 floar departerents

Drescription
IEllhcss
Doors that belong to this zone———————
ﬂ Doors # ‘
Research&Development 'N"l @ =
Maketing Users accessing this zone
Sales
£ ees Timezonss
el :
S = =1 B Eé Save | [ Clos=

Figure 30

If you click on the + button, you go on to the next detail
window, and thus, you can define the whole set of zones

of our installation.

Groups accessing this zone
@ Groups + Timezones

Name

|2 floor departments

Drescription
IProduclion
Doars that belong to this zone————————
ﬂ Doors # ‘
Production v—l Q| =
Dluality Users accessing this zone
General Store:
g Users + Timezones
el =
- a4 o o+ X Eé Save | [ Close

Figure 31

Finally, we can have a zone list like the one shown below:
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Soit Search

LU INama j I ﬂ

IDesclipt\om

[Ty Wiew details | E Delete | [ Close

Outputs

Figure 32

Should we have created a zone by mistake, you will only
have to select it with the mouse and click on the DELETE
button.

If, after we have saved changes, we want to view a zone
details from the list, you only have to select it with the
mouse and click on the VIEW DETAILS button.

Should we want to select a zone from the list without the
mouse, we can also use the scroll arrows located on the
upper right-hand side of this window <>, to move forward
to the next element of the list, to move back, or also, to go
directly to he first or to the last elements of the list.

The box called SORT BY is used to sort zones list
alphabetically, by zone name, or by zone description.

It is posible that one control unit is connected to a relay
extension board, so one allowed user will be able to activate only one
or several relays, for example, in an elevator. In our example, guests
in second floor will be able to go to second floor using the elevator
(and also ground level) but they won’t be able to go to first floor using
the elevator.
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In our example, we have also 2 elevators , but they give
access to the same areas , so the outputs relating every elevator , are
the same, Output 1= first floor, Output 2= second floor. Output 3=
ground level.

We have to create so many outputs as relays the extension
board is going to control , and then these outputs can be assigned to
users and guest groups , in the same way zones are assigned. It is
very important to have into account the fact that in order a user is
able to activate one relay, he needs to activate first the wall reader
which is linked to this relay extension board.

In our example, we are going to create 3 outputs , for the relay
extension board.

The first output will be the first floor (for elevators 1 and 2) and
the second output will be the second floor (for elevators 1 and 2).
There is a wall reader mounted into every elevator cabin.

So, let’s go to DATA/OUTPUT LIST:

=Bl

Mote: use Cirl + kMouse left button or Shift + anow keys to select items to be printed or deleted

Mew 0, Yiew detals = Delete =5 Firt:

Here, we can define the different relays in the relay extension
board and explain the use of that relay.
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—Groups using this output
@ Graups
Output number
oo
Name
[first floor relay
Description
[first floor for elevators 1 and 2
+= = o
Users using this output
g Users
=l v
(S S Eé Save | =4 Frint [+ Close

it is very important to remember the numbers assigned to
every relay , as the number (output number 1) matches fisically the
first relay , in the relay extension board. We can write the name and
description , and then save changes.

We can go creating outputs until the output list is complete.

= _glx

I 3
# _Iﬁame I Dezcription I ;I

L 007 first floor relay first floor for elevators 1 and 2.

| | 002  second floor relay second floor for elevators 1 and 2

» ground floor relay ground floor for elevators 1 and 2.

Mote: uze Chrl + Mouze left button or Shift + anow keys to zelect items to be printed or deleted
N [ View detalls B Delete | &5 Prirt | [ Claze |

Then, these outputs will be assigned to users and guest
groups in the same way we can assign zones. It is very important not
to forget to assign to these users , the elevator wall readers , as a
door. So, they will be able to command the outputs linked to these
wall readers.

37



SALTO Software Pro Access Page: 38

Automatic Outputs:

If we want some of the outputs from a door to work on an
automatic opening mode on an especific timeperiod we will need to
assign this timeperiod to the outputs in each door. Go to the
door/room details:

Open mode and periods k Groups and users that access this door
i Open mode Y =
Standard el g Groups Timezones
e |
| elevator
Description |
| I Connected door
1z online
I Configure connection J
Open time [sec] Increased open lime 7
—PEIENG SEL _1| e | Updata donr ‘
.“Anll-uassback o ~ hutomatic outputs
Enable anti-passhack. £ Outputs ¥ Time period =
il s # 00-fistfoor (2 elevator
# 002 secondf . (3 elevatar g Users (ﬁ Timezanes
IR £ 003 third floor (2 elevator o = O Ahwaps
] iButtan key detection: pulsed mode © % <5 Bhways
8 2
Lock state Zones this door belongs bo
o W Zones
Mo update required
Valid until
[15/0200007 | W
B oz | [P ] 5 ;5
o4 e 2 [ & Fint ] [ [ Close

In the following window:

Autamatic outputs
 Outputs ¥ Time period

Z OM-fistfloor €2 elevator
ZF 002-zecond [, {2 elevator
003 third floor G2 elevator

] @] [=]

%]

Just add the outputs and the selected timeperiod.

NOTE: The maximum number of timed outputs is 4.

38



SALTO Software Pro Access Page: 39

Time periods.

Time periods are time intervals associated to electronic locks
(unlike time zones, associated to people). A time period determines
time intervals at which a lock will operate in a special mode — timed
pass mode, automatic opening mode.

If at the time you perform door definition, you selected a timed
operating mode for any of these doors, you will have here to define
the period assigned to that door.

Timed periods x|

=1

== e - Mame Color

id_tin| M ame -~ ITime period 1 I j

Descripti
@ Time peiiod 2 I il
. Time period 3
@ Time period 4 0 12 24 From To Mo T W T F S S H 51 52
@ Time period 5 00:00 (0000
Q[ peods L A
e N
@ Time period 8
e A e A o

AL — 2 o I T
L e— ) T [
St W — I R R
i S T A
=Gt ot 2 2 O I I

. Time period 19
@ Time period 20 |

Cl
@ Time period 21 ;I il

S S N O A O N £

Saye | ﬁ Cloze |

Figure 33

e Click on the time period icon on the Toolbar. A window
like the one shown in the previous figure will be displayed.

¢ Name the Time period and assign it a distinctive colour.

e Within the description field, it is rather useful to describe
to which door belongs the time period we are about to
define.
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Timed periods x|

I == e M MName Color

#  |Name | ITime period 1 I j Same as ... |
! : Drescription

. Time period 2 ISaIES depaitment automatic opening

. Time period 3

@ Time period 4 0 12 24 From To Mo T W T F S S H 51 52

a0

@ Time period & I 1 0750 (1710 M | T | \.\Jl T| F | | S1|

. Time period &

© Tine s 7 ( T Il 7 I N N A T 1

e Time period 8

@& Time perind 9 L E 0000 j06:00 iILIﬂILILIiIiI ilﬂlﬁl

S S O O N O I =1

R Y G— Y [ I S I R T I
© oz [ om0 | e]s] uels
| Smm— i) [
8 Emenar?njl? E— IWIW ﬂﬂﬂjﬂﬂﬂ ilﬂlil
S — T R R

. Time period 19
@ Time period 20 |
@ Time period 21 ;I

Save | [ Close |

Clear

Figure 34

The time period is defined using the mouse. Click with the
mouse on upper moveable cursor and drag to set interval
beginning.

Click with the mouse over the lower sliding cursor to set
time interval end. Maximum time accuracy is 10 minutes.

Afterwards, you will have to specify on which week days
is this period going to be applicable. You can also adjust if
it is to operate on public holidays or special holidays (this
fact is related to 0 calendar, as in it public holidays and
special holidays regarding time periods are defined)

The system applies the period to every week day , by
default.

If the time period we are defining contains several time
subintervals, we will use the number of lines necessary to
define it.

When you have finished defining time period, save
changes and you can go on to define another period, if
our system needs them.

Do not forget to assign the time period to its
corresponding door, if you have not assigned it
previously. In order to do so, go to DOORS and choose
the door with a period assigned. Click on the VIEW
DETAILS button and you will see the period you have
previously defined is included in the available time period
list. Assign that period to that door and save changes.
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Mame

ISaIes

Open time (sec)

Increased open time

I g |

e

20

rlock state————————————

-
lvo Update required

Walid until

Firmusare

~Openmode and periods—————

Open mode
IAulomat\c open =
Open periods 7
e
Time period 1 = J
-

Time period 2
Time periad 3
Time: period 4 (]

2| Time period &

Time period &

Time period 7 hd
Zones

1 floor departements

(- Giroups and usars that access this doo

& Groups #

(ﬁ Timezanes ‘

g Users #

[ B

M 4 » = o+ X

2
n, Savs |

G Clse |

Time zones.

in which a user has access to a particular door or zone.

Figure 35

Time zones are time intervals to which people belong (unlike
time periods, that belong to doors). A Time zone is the interval of time

e To define time zones, click on the TIME ZONE icon on

the Toolbar.

e A blank window like the one below will be displayed.

Timezones

Gl =l L |

N Y Y N I A B 5

1
1

MName Calor
id_tin| Name = ITimezone 1 I j
. Timazone Description
. Timezone 3 I
@ Timezone 4 i} 12 24 From To
@ Timezones E— | g
. Timezone B
@ Tirmezone 7 I IUU:DD IDD on
° Timezone 8
@ Timezore 3 - E IDD:DU IDD 0o

e Timezone 10
e Timezone 11
e Timezone 12
e Timezone 13
e Timezone 14
° Timezone 15
@ Timezone 16
@ Timezone 17
. Timezone 18

A I
A I
A I
A I
A I
A A I

51 52

. Timezone 19
@ Timezone 20

Clear |

Save |

fL Cloze

. Timezone 21 LI

Figure 36
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Type the first time zone name and assign it a colour.

Within the description field, it is very useful to type the
name or names of persons this time zone belongs to.

In order to define this time zone, we must follow the same
procedure as in time periods, as explained in the
preceding section.

Remember to specify on which week days the time zone
will be effective, as well as wheter that time zone will be
effective on public holidays or special holidays. You just
have to tick off the corresponding check box with the
mouse.

Once time zone definition is completed, save changes
and go on to define further time zones for other users or
users groups.

Timezones x|
mF

e Mame Calar
- #  |Mame = ITimezone‘I I j Same as ... |

. Timezone 2 De#crip.tion
= imezone Iofflc:e timezone
:5 Iimezunei 1] 12 24 From Ta e T W T F 5 5 H 51 52
H® e e 11 )73 o A
1 riomeee? S— Y I
@ tmmoes A L mamn wfrfwfv|r|s|s] wfals
e e L foooo foooo w7 | wl 1] rfs|s| nfs]s
o2 K oo o Ml il o e v
18 roceee S o Y I e I P Y
e G T I I
e i — T 7 1 I I T T
: . Timezone 19
: 8 1:2:22:: ;D j Clear | Save | [ Close |

Figure 37
e Remember to assign time zone to its user or users group,

as it is later detailed, in the user and users groups
definition section.
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Calendars.

e |t is essential to define calendars within our locking
schedule due to two main reasons:

- 0 calendar is used by electronic locks when they operate in
timed mode (timed office mode, automatic opening mode)
so as to define on which days their periods are to be
applied.

- The remaining calendars are handled by users to define on
which days their access time zones are applicable.

To define our calendar, you just have to click on the calendar
icon on the Toolbar.

(=15}
% +|2002 -
. B N 0 N OEEn X
L January 1)z|z|a|5|8|7|=|2|10|11|12)1514[15]16]17|15|13] 28| 21 4| 25| 2é) HE
February 1f2|2]|4|5|6|7|e]a|10l11|12)13)14{15[16[17| 1215|2021 ol 25[2¢) 27|20
1 Calendarl
2 Calendar? March 1f2|a]|4|s|6|7|a]3|18l11|12)13)14{15[16(17| 18] 15|20 21 4| 25 2¢, |31]
3 Calendard April 1|z|a|4|5|6|7|e]|o|10l11|12|13)14]15[1617| 18| 15|28 21 4| 25| 26| 5
4| Calendard May 1|2|3|4|5|6|7|8|s|ref11]12|13]14]15|15|17(18] 19821 4| 2526 a3t
5 Calendars
June 1)2|2|4|5|6|7|8|2|18|11|12)1314[1516|17|15| 19| 28|21 4|25 26 g
6 Calendarf
7| Calendar? July 1|2|3|4|c|6|?|=|2|1011[12{13[14(15|16|17|12|19|28|21 4| 2626 3|21
8 Calendard August 1lz|a|a|s|e|7|8]|18|11]12(12{14|15|16]17]15] 15| 28|21 4|25 2¢ |zt
§ Calendard o September 1|z(3|4|5|e|7|&|2|te11|12|13[14|15[16|17|15|19|20|21 (25| 28| £l
October 1)z|z|a|5|8|7|=|2|10|11|12)1514[15]16]17|15|13] 28| 21 4| 25| 2é)
Hovember 1f2|2]|4|5|6|7|e]a|10l11|12)13)14{15[16[17| 1215|2021 4| 25| 26| o
December 1|z|3|4|5|6|?|8]|3|10]11|12|13)14{15[16]17| 18] 15|20|21 4| 2526, | 31]
[ Day lype
Mame:
Calendar0 | .l n
= Description Mormal Holidays Speciall Special2
K _>lJ
Clear I Dél Save | [ Close |

e A window like the one above will be displayed. We can
name out first calendar and provide it with a description,
to know what it corresponds to.

e |t is advisable to define the calendar for the actual year
and for the following year, if possible. To go to the next
year you have just to click on the red scroll arrow on the
upper part of the window, pointing right.
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e There are four days categories: Normal, Holidays, Special
1 and Special 2.

e Using the mouse you can tick off a group of days of the
calendar, dragging the mouse whilst you keep the right
mouse button pressed down.

e Next, you must click on the bottom part box which
corresponds to the day category you want to assign to
this group, and you will see how the days selected
change colour according to their selection.

e |t is important to bear in mind that if a user has access to
a door on public holidays, it does not only depends on
calendar but also on that user time zone being enabled
on public holidays.

e When you complete calendar definition, you will obtain
something similar to the figure below.

=loix]

January zlz|4]|5(6|7| 8|9 |1e/11|12)12)14]15]16] 17| 15(15|28(21

Februarp 1|2|a(4]|5|6| 7|8 | 2[10)11|12]12)14)15]16]17|15( 19|21 7|28
1 Calendar
2 Calendar? March 1|2|a(4]|5|6| 7|8 | 2[10)11|12]12)14)15]16]17|15( 19|21
3 Calendar3 April 12|a|4|s|6[7|8] 2|t 1e|1213)14|15]16]17|16{15(28)21 4|25 z6f2 2]
4|Calendard May ]2 z|4|8|e|7|2|9|18|11|12]12]14]15]16]17]18] 15| 20|21 4| 25|ze)2:
5lekndats ] 1|z|z(4|s|e|7|&|2|10)11|12]12]14|15]16]17|1

19|z821

B Calendarb iz
7 Calendar? July 1|z|z(4]|5|e|7|a|=|1a1e|12]13/14|15]16] 17|15 15]2a] 21 4| 25| 262
8 Calendar® August 1lz|al4|s]|e|7|a]| = |18l11|1215]14|15 1817 18| 15| 28]21
SlCebendal = September 1|2]|3|a|5|e|7|a|o|1e11|12]13]14|15 16]17|18(1

October 1|z|a|4|5|6[7|e|3|1e|1e|12]13]14|15]16]17|15]15]20] 21

November 1|2|3(4|5|6|7|e|2[1m|11|12]15)14)15]16]17|15]19]=8|21 af 2] 26(2

December 1|2]|3|a|5|e|7|8|o|1e{11|121314)15 16]17|18(1 1 4lu

Day tupe
Name
[Calendar = -
= Description Maomal Holidays Speciall Special2
| [
e | |
Clear | o Gave [ Close

e Save changes when calendar definition is finished and
continue to define the next calendar, if your installation
requires it.
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i [ =

=10l x|

January HEIEY R E] 15{16{17[ 1819|2821 4f 2|26l 731
0 Calendar0l
? aenar February itlz|a|4|c|e|v|a]|o|1e|11|12{1214]15[16]17[ 15| 15| 1 4| 25l 26| 27| 2k
1 |Calendarl
2 Calendar? March t|2|=s|4|5|s|7|s]|9|t8(11|121314|15|16]17| 15| 15| =0(=1 4| 25(z¢,
3 Calendar April 1|z|z|a|s|e|7| 2] 2|10|11|12[13|14| 15 16| 17|15(15|28[21 €| 3|39
4 Calendard May 13456789181112131415161?1919ﬂ\ 4|z8lzg 5|31
5 Calendard — N T S R A N O N N R N N S N S N L 8 B
June 1)2|z|4|5|6|7|8]9|1811|12)1314|15|16]17|15|15]20(21 4|25 26, &l
6 Calendarg
7 Calendar? July 1|2|s|4|s|6|7|a|9|1e[11|12|13]14(15|16] 17]15|15|28]21 4| 25 26 )
8 Calendard August 1|z|z|a|s(s|7|2]=]|te|11|1212)14|15[16[17] 1219|2021 df 25|26 £ 1
8|Calendard September 1|2|2|a|5|e|7|2| 2 |1911|12)13[14|15]|16] 17|12 15| 28[21 4| 25| 26| o)
October 1|2|z|4|5|86|7|8||18[t1|12]13]14(15/16]17|18|15|28|21 4| 25(2g |31
November t|2|=s|4|5|s|7|s]|9|t8(11|121314|15|16]17| 15| 15| =0(=1 4| 25(z¢,
December 1 z|2|4]|5|e|7|2]2|1011|12{13[14|15]| 16| 17|15 15| z8[21 4.262 9| z6(21
Day type
Name
Calendarl | | n n
= Description MNormal Holidays Speciall Special2
KT :IJ
Clear | D% Save | [= Close |
| =]
e Remember to assign calendar to their users, as it is later

detailed, in the user and users groups definition section.

Time change.

DST stands for the English Daylight Saving Time, that is to
say, the time change that takes place with a view to save power by
means of daylight leverage optimisation.

This time change is generally made shortly after vernal
equinox and autumnal equinox, putting time forward in the former and
putting time backward in the latter.

Salto electronic locks perform time change automatically, if it is
thus programmed in the software.

Click on the DST icon on the Toolbar and you will get a

window similar to this:
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ylight Saving Time =axl
o Rl e Rl
January v]z] 2] +]s]6] 7| e 5|10 s[ree]e] ] se] 7] e[as[em|oa|ze]es|esles ee|er] ce]es] se] a1 [ ]
February tlz|z|4|s|e|7|a|2|18]11|1213]14| 15|18 17| 13| 13| 20| 21| 22| 23| 24| 25| 26| 27 | 28
March t|2|s|4|s|s|7|=|3|1@]11|12|13|14|15|18[17| 18| 13| 2a| 21 |22|28| 24| 25 | 25 | 27 | 28| 29| 20|
April 1|z|3|4]|s|e|7|a|9|1a]11|12|15)14[ 15|18 17| 18| 19|20 21| 22| 23| 24| 25|26 | 27| 28] 25| 20
May 1|2|z[a4|s|e|7|2|9|10|1L|12(12[14|15/16|17|18|19| 20|21 |22| 22|24 25| 28| 27| 28| 25| 20| 21
June 1|z|3|4|5|e|7|8|9|10]11|12|15]14[18[18] 17| 18| 19| 20|21 | 22| 28| 24| 25| 26| 27| 28| 25|20
July 12|34 [e|7|2|9|10)11|12|123|14[15[16|17|18)19|20| 21| 22| 22| 24| 25(26 | 27| 28| 29| 20| 21
August tlz|z|4|s|6|7|e|=|18[11|12|12]14|15|16|17|18| 15| 20| 21| 22| 23| 24| 25| 26| 27| 28| 25| 3| 21
September 1|2|3[4|c|e|?|8]|9|10|11|12(12[14[15(16(17|18|19|20|21|22|22| 24| 26| 26| 27| 28| 23| 20
October t|2|a|4[5[e|7|a|s[18]11]12)15(14[15| 16| 17| 18| 15]28| 21 | 22| 23| 24| 25| 26| 5| 26| 22| 38| 31
Movember 1(2|2|4|5|6|7|2|2|10[11[12/13|14|15|16|17| 12| 19|20|21 (22|23 24| 25| 2&| 27| 28| 29| 2@
December 1]2|3|4|5|ea|7|a|o|1a(11|12|13|14[15| 16| 17| 18] 19|28 21| 22| 23| 24| 25| 26| 27| 28] 23| 38| 21
[ Enable DST Month Day Time:
DST Forward m lﬂm @&
DST Backward|[October = [27 =|[3 =] &
Err: ‘

liciu”l @& =0 1 || [ 3Bandeia ... | SoFtware‘.‘l ICDocu. . | A RIW il < fm = I

Figure 41

e You can either enable (or not) time change by ticking off
the ENABLE DTS check box that is located on the bottom
left-hand side of the window.

e You may also change time change DAY and HOUR,
using the bottom right-hand side arrows of the window.

e If you modify time change day, the symbol that embodies
it will be moved in the calendar accordingly.

ﬂDaylight Saving Time alglil

% (2002 +]
B OOE OOE OOE BN 3

Janualy Llz|z|a|8]|e|7|e|2]|1e)11|12)13[14(15|1e(17|12|19| 28|21 (22| 23| 24| 25| 26| 27| 28| 29| 26| 21
February 1|2|2|4(5|6|7|2|2|18[11|1212|14|15[16|17| 18|15 2@ 21|22| 23| 24| 25| 26| 27| 28|
March 12|24 |S|e|7|2|9|18i1|12|12|14|15|16|17|12[19)| 20|21 |22| 23| 24| 25 (26| 27| 22| 29|28 a
Aplil 1|Z(2|4|c|e|7|2|2|10[i1|12(12|14|1516|17|128[19| 20| 21| 22| 22| 24| 25 (26| 27| 28| 29|38
May 1|1z|z|4|B|&|7 14| 15[ 16| 17| 18| 19| 28( 21| 22| 23| 24| 26| 26| 27| 28| 29| 20| 21
sune | | | | | [elzlale]s|e|7[a|o]e|re]re]iaraf1s]1s] 7| 16 15| cafor|ee|ea] 2¢|os|os|er|zeeslaa| | |
July 1|Z|2|4|c|e|7|2|2|10[iL|12(12]14|15]16| 17| 18[19| 20| 21| 22| 23| 24| 25| 26| 27| 28| 29| 28| 31
August tjz|2la|5|e|7|2|2(1a[11]12)12]|14|15[16[17| 18| 19| 26| 21| 22| 22| 24| 25| 26| 27| 28| 22| 38|21
Seplemhel ilz|z|4|5|a| 7|82 |18 11|12|13|14[15|16|17| 15| 13|20|21|22| 23(24| 25| 26| 27 | 28] 29| 38
October L|2|2|(a|S|6|7|s|9|te|11|12[13(14]15]|16[17[12[19| 2821 |22( 23| 24| 25| 28| @ 22|29|38 3%277‘
MNovember 1|12|2|4(5|6|7|2|2|18[11|1212|14|1E[16|17| 18|19 20| 21|22| 23| 24| 25| 26| 27| 2§-
December ilz|a|4|5|6| 7|82 |18/11|12|13|14| 15| 16[17|15|19|2a| 21| 22| 23| 24| 25| 2 g 9| 38|31
7
-
[ Enabls DST Marth T
DST Forward [March = |31 =][z =

@
DST Backward [October = [27 =] |2 'I &

| T | f oo | |

sicio ||| @& 53 1) 03 || Sapandesa .. | @somare .. | Sucpocu... |[7 row LhGEEQ S =
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It can also be scheduled next year time change, if you
please. Click on the red arrow (right) of the window upper
part, to pass on to the next year.

Save changes when you have finished establishing
appropriate parameters for time change.

It is recommended to enable automatic time change,
since if it is not software enabled, you will have to update
every door in your hotel using PPD, on the scheduled
date of the change.

Users groups

Users groups are definable sets, which encompass a given
amount of users who share a common feature: For instance, we can
group together users by employment or occupation, like job
professionals tend to share time zones and accesses.

Click on the USERS GROUP icon on the Toolbar

A window like this will be displayed:

=1olx|

New | [, View details | El Delete I [ Close
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Figure 42
Since we have not created any user group yet, the list wil
be empty.
To create the first users group, click on the NEW button.

A window like the one below will be displayed:

x|
Timezones
Marn
Description
Users that belang to this group————————
g Users +
e kel
Doars being accessed
B o [romene
[ ol =]
[P == @é Save | [ Clase | ‘
178 || earandeia de aeea. . T8 o Cumannia s craTn | APsfwararw - e, | (2

In the first place, type this users group name, and below,
a description detailing the main characteristic that best
defines the group.

Given that we have not defined users yet, we cannot
specify the users that belong to the group, though we can
establish group accesses.

In the box called ZONES BEING ACCESSED, click on
the +/- button to assign zones to the group.
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Selection dialog |

Mon-selected items  # I Selected items. 2 I
1 floor departements

2 floor departments

le o [2 |2

| o Ok I x Cancel |

Figure 44

e We have to move from left-hand side to the right-hand
side column, the zones that are going to be accessed by
this group of users.

e If we have included a redundant zone by mistake,
highlight it in blue colour, and click on the yellow arrow
pointing left, to put it back to the left column.

e Yellow double-arrow perform the same function as single
arrow, but instead of moving an individual zone, they
move all zones from source to target column.

e Here, we can specify to which zones is the group allowed
access, clicking on the +/- button, and we can also
determine group time zones, clicking on the hourglass
symbol.

e Authorising a group access into a zone implies all the
users that belongs to that group may enter every door of
the zone.
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Selection dialog x|

Selected items  + I
1 floor departements

Mon-selected tems  +

2 floor departments

l¢ o [ [0

| o Ok I x Cancel |

In the group details window there is a box titted DOORS
BEING ACCESSED. This box procedure is similar to that of the
ZONES BEING ACCESSED box, the only difference is that instead of
assigning accesses by zones, they are assigned by individual doors.
This option may be used for a single door, but access by zones
management is generally recommended in order to save time and
system memory.

x|
—Zones being accessed
Zones Timezones
1 floor departements <y Always
Name
IFmduEImn personnel
Description
|
~Users that belong to this goup———————|
g Users + ‘
Aol =]
~Doars being accessed
l Doors # Timezones
Main Entrance < Always
| ||
I I I B3 Save | [ Close | ‘

1190 7 || Randeia de arrara - onn... | BPIPr-Arcrss RW-rsn - Mir...

e When you have specified every single characteristic of
this user group, save change and go on to define next
group clicking on + button.
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e In the example proposed, a time zone for engineers has
been set up. Assigning accesses to the engineers group,
we can also assign them time zones using the hourglass
symbol.

e If no time zone is assigned to a door or zone , by default,
the system sets a 24 hour access to the group.

YR,/ Pro-Access [Buildiaain |
ot x|

File Dats Keys PF el
A X
'} (20 R — J—'E
Doars ! BB zores - Timezanes ‘ il
1 floor departements @ Timezone 1
. Mame 2 floor departments (2 Timezone 1 -
A |Engir\ears
Pr Description
- Users that belong o this grou
—|D

g U - Select timezone x|

imez
(D Timezone 4
@Timezone &
@ Tinezone 6
(B Timezone 7
@ Timezone 8

C [= el =]
Operator: admin | M o4k ok oF X B3 Save | [ Close | |_
M nicio |J [ =NG] H [ JBandeia de ertrads - Ou... | B Pro-Access Rwi-esp - ... || /1 R/w Pro-Access [(EETE e

e Finally, the users group list will look like this below:

[ user aroup list =lolx|
Sort Search

IName j I ﬂ
_lName IDescription I;l

Praduclion personnel

(ST B S ]

Enginesrs

Mew I [} View details El Delete [ Close

Figure 46

e |If we have created a group by mistake, just select it in
blue colour and click on the DELETE button.
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Users

If at a given point, we want to view the details of a group
of the list, simply select that group and click on the VIEW
DETAILS button.

Another way of selecting a group from the list is with the
|< < > >| scroll arrows that are located on the upper left-
hand side of the window, instead of using the mouse.

The box on the upper part titted SORT BY is used to sort
users groups list in alphabetical order, by name or by
description.

In this section we will define the users characteristics . Users
are the staff members, in our building.

Click with the mouse on the USERS icon on the Toolbar.

A window like this one will be displayed:

K| _'l_I
Key assignmen
New | [T, View details El Delete &, Assion key
Q“ Cancel key
[ TR R RS PIFIRRRRIT - KRSt JT— IFess T L nn

Figure 47

Given it is the first time we open users list, the list is
empty.
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e Click on the NEW button to create the first user.

e A window like this one will be displayed:

| Zones bsing ancessed
g B zones - ‘ Timezunes ‘

Calendar Group +| @] =]
Calendarl hdfliNONE hd » "
Doors being accessed

I~ Use extended opening time ﬂ o (g o

-
[~ Owerride privacy oors fmezenes
[~ Office
Key statu

Mo key assigned
Key activation
Key expiration
| el =]
M oA - m o X @E‘. Save | [+ Close |
& S | | MBandeia de entrada—Out.‘.l B | SoftwareR, - Microsoft ... I A RSW EEC

e In the first place, type our first user name and surname.

e We have the ability to assign a calendar to our first user,
according to the calendar settings we have previously
defined.

e We have to specify which users group this person
belongs to. Once we have already created users groups,
then we must select to which one belongs.

e We get a check box titled USE EXTENDED OPENING
TIME. Tick this check box off if our user is a handicapped
person.

e The OVERRIDE PRIVACY check box must only be ticked
off when we want a user gains the privilege to access a
room although the deadbolt has been locked from the
inside.

e The SET IN OFFICE check box may be ticked off to
allow to those users responsible for setting office mode
manually in the doors chosen to operate in this mode.
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In the lower left-hand side you find a box titled KEY
STATUS. In this box will appear the characteristics of the
card assigned to this user, when user card assignation is
made.

It is not essential to define users accesses when this user
belongs to a group, since group accesses definition has
been previously carried out.

Only when the user is not included in any group, then you
can assign his accesses at this point.

It is not compulsory to assign the same time zone to
different zones.

Zohes being accessed
g W Zones + ‘ (ﬁ Timezones ‘

Title  First name Last name 1 floor departements Cr Aways

|Eugenlo IApanclo

Name

| Eugenio Aparicio

Calendar Graup

IEa\endarT j IPmduct\nn personnel j D b e
[~ Use extended opening tine
3 2 Daors + Timezones

[~ Overide privacy
IV iifice Main Entrance < Always

Key stalu

Mo key assigned
Key activation
K.ey expiration
T = R B0 Bé Save | [=+ Close I

B & < | | ¥3JBandeja de entrada - Ou.‘.l B Pro-ficcess Riv-esp - M|c.‘.| /A R/W Pro-Access e - [

Figure 49

Assigning a zone to a user, implies to grant him access to
every door included in that zone.

When we encounter a user that does not belong to any
group, we can assign his accesses on that very window,
following the procedure explained in the USERS
GROUPS section of this manual.

Once we have finished defining user characteristics on
this window, save changes and click on the + button to go
on to the next user in the list.
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When we have all the users of the staff defined, we will
obtain a list that should look like the following:

L
|7'
roF
Z

alendar [
Corc | S4 ]
KN _'l_I
ey assignmert
i Wew ] B View detals B Delete [ Close @, Assign key
@, Caniclkey
e ||| B 28 21 74 || anandes da anvads oo | o crace pusenowie (77 narnon e T L o

If we have inserted a user by mistake, we can delete it
selecting it first and then, clicking on the DELETE button.

To view the details window of a given user, select the
user and click on the VIEW DETAILS button.

We can also use the scroll arrows on the left-hand corner
to select a user from the list, instead of using the mouse
to do so. With these scroll arrows <>, we pass to the user
immediately after or before, and with these arrows |< >|,
to the first or last users of the list.

The box called SORT BY is used to sort users list
according to the most convenient criteria, by name, by
surname, by calendar, by group, etc.

User key assignation

Once you have completed user list definition, we can then

Card). In
serial port of your computer. You must also supply power to the
ENCODER plugging the feeder provided to a 220-230 V. AC, 50 Hz
socket and inserting the respective jack to the ENCODER .

proceed to assign each user his key that, in fact, is a chip card (Smart

order to do so, you must connect the ENCODER to the
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To assign user keys, follow the steps detailed below:

Sort Search
LA TR = | #
[ Tkey status] Activation [Expiration Thame [Group [Calendar [ Office | Dveriide privacy|Use =]~ ]|
Eugenia Aparicio Praduction persann Calendarl l_
Andiea Martinez Production personn Calendard |_
Cristina Fuentes Engineers Calendarl |7 |7
Ramdn DelaTare Engineers Calendart |7 |7
Javier Ldpez Sales personnel | Calendard |7 l_
» | [ [Lauadohsn Salespesonnel [Calendat | ol | B | |
i

1 o

Key assignmen
ST T O Delete D Closs 3, dasign key
@\“ Cancellkey

Brreicin ||| P 28 w0 e || 8 9pcndeis de arbeade con | B ovncnrrsee waen cvie AT n s nes aeomrn ol [ IS ——

Figure 52

e From the user list, choose a user with the mouse. Then,
click on the ASSIGN KEY button that can be found on the
lower right-hand side corner of the window.

M arme:

I Eugenio Aparicio

Start date:
I 270342002 ﬁ I'I 320

Expiration date:
[26ME/2002 = 1200

" 0K X Cancel |

Figure 53

e The system assigns a natural month period by default, to
provide user access. When you want to modify this
period, click on the day, month or year with the mouse
and make use of the small scroll arrows to increase o

56



SALTO Software Pro Access

Page: &7

decrease them. This operation shoul be performed in the

field called EXPIRATION DATE.

o Likewise, the field named START DATE shows present
date. You can modify this date if a user will not start

accessing the hotel in a few days time.

e When card expiration date is defined, click on the OK

button.

e The system wil prompt a message window requesting you

to insert a card on the ENCODER.

PAE (2 Pro_dccess TRilding 10 Il x|
A i -0 x|
r Son Search B
ol <] = | &
Key statu Activation [Expiration [Hame [Group [Calendar [ niffice [Override privacy[Use ef « |
Qq, 16/05/02 17:30 15/06/03 24:00 Eugenia Aparicio Ot
» I LncicaMatinez I .
Cristina Fuentes F V
Ramén DelaTare Engineers Calendarl |7' |7'
Javier Lopez Sales personnel  Calendaril |cal [l
Laura Johnson Sales personnel  Calendarl F l_
Staff key (COM 1) E x|
Insert card
b X Cancel
-
1 3
Key assignment
= e | o T B |
[ @, Cancel key j

i Inicio |J B&E=H |J 3JBandefa de entrada - Ou... | B]Pro-ccess Ri-esp - Mic... || 7 R/w Pro-Access

Figure 54

@Q 17:32

e Encoding process is very swift. The system will solicit you

to withdraw card straightaway.

e Now, you will check that a key icon (yellow) shows next to

user name to which key has already been assigned.
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IaE (W Pro-ficcess (Rilding Il x|
F = =0l
Sort Search
ol <] = | &
Key statu Activation [Expiration [Hame [Group [Calendar [ niffice [Override privacy[Use ef « |
Qq, 16/05/02 17:30 15/06/03 24:00 Eugenia Aparicio Production personn Calendarl
3 Andica Mattinez Froduction persorr{Calendar) | [Ed( | M [ ]
Cristina Fuentes Enginesrs Calendar F V
Ramén DelaTare Engineers Calendarl |7' |7'
Javier Lopez Sales personnel  Calendaril |cal [l
Laura Johnson Sales personnel  Calendarl F l_
Staff key (COM 1) [ x|
Insert card
b X Cancel
-
1 3
Key assignment
= e | o T B |
[ @, Cancel key j

i} Inicio | [

B&E=H |J 3JBandefa de entrada - Ou... | B]Pro-ccess Ri-esp - Mic... || 7 R/w Pro-Access EETDL 1732

Figure 55

You are encouraged to hand the keys over to respective
users without any delay.

To further assign the keys to other users, follow the same
procedure.

Finally, you will obtain a user list with their key assigned,
as shown in the following figure:

[user list — 3]
Sort Search
€8 <« = (I #|
[ Tkey status] Activation [Expiration Thame [Group [Calendar [ Office | Dveriide privacy|Use =]~ ]|
@% 16/05/0217:30 15/06/03 24:.00 Eugenia Aparicio Praduction persann Calendarl
% 16/05/0217:30 16/06/03 24:00 Andiea Martinez Production personn Calendard
&, 16/050217:30 15/06/013 24:00 Cristina Fuentes Engirests Calendarl) |cd |
&, 1eMEMN21730 16/06/03 24:00 Famén DelaTorre Engineers Calendart IEdl 4
M 16/05/02 17:20 E/E, oo [ Soles personnel [Calendard | Kl | O [
Laura Johnson Sales personnel | Calendar |7 l_
KT
Mew | 3 Wiew details B Delete [ Close
% Cancel key
[ TR R R TSIV I =W SRSV | T L ima

Figure 56
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e |If a user loses a key, you must inmediately cancel in the
user list. To do so, we will highlight on blue the user that
has lost his card, and click on CANCEL KEY button.

e Afterwards, a new card for this user has to be edited,
following the same procedure previously detailed. From
now on, the user will have a new card, and should for any
reason whatsoever the lost key turn up, this will no open
any of those doors it previously gave access to (it is
undestood that this process does work so, once the
electronic locks have been initialized with the portable
programming device)

e If we modify any user access rights, we will have also to
update its key. To accomplish this task, you should ask
the user for his key so as to update it on the ENCODER.

e The colour of the icon that embodies the key denotes its
status. Thus, a red key means that it has changes to be
updated; a blue key means that its expiration date is
approaching and a yellow key with an hourglass means
that it has already expired.

I-Locker.

SALTO includes in his software the option to manage as web
the iLockers. The configuration and use of them is very intuitive and
similar to our escutcheons and permits us as well obtain the same
info as we get from our escutcheons (Openings, rejects, etc.)

Free Assignment Zone:

We can either assign an iLocker directly to a User (like with the
escutcheons) or there is another option where the user can choose
freely the iLocker that he want to use.

In these cases we have to create a Zone including all the

iLockers where users will choose a free one. The procedure to create
this Zone is similar to create a Door Zone.
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Define iLockers:

First of all we have to include the iLockers in the software. To
do this we have to go to the menu DATA/ LOCKERS. The following
window will be shown (Fig 1). In this window we will see the iLocker
list, the status (open/close), Name, Battery Status, Date, Opening
Mode and Time Zone.

In the bottom part there is a check box “Show only closed
Lockers”. If you enable this option only the closed Lockers will be
shown in the screen. There is another button “Set Locker state as
opened”. This option is very helpful when a user has left the iLocker
closed and we open it with a master key. In this way we can change
the state manually.

Upda| State| Mame Battery Battery status date Open mode Timezane -~

< >

[ Show only closed lockers
Jﬁ Set locker state as opened [43.210] | O Refizsh |

New [, Wiew details | [l Delete ‘ épnnt ‘ GEInsa

(Fig. 1)

Next step will be to press the “New” button and start defining
the iLockers profile. The procedure is similar to create a new door.
(Fig 2).
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Locker

4

Name

|Locker 1 ||
I

Desciiption

1
|

Open time [sec] Increazed open time
i 20|

[ Audit on keys
Is free assignment locker

Locker state

Opened

"'3 Update renuired
E Vaid unl

Firmware

oMo+ X

X

Groups and users that access this locker

@ Groups (g Timezones

Open mode and periods

This locker belongs to

€ e @ Timezones

Fl o ] L

B3 Save I & i ] o Oloss

(Fig. 2)

We have to define the profile:

Select opening mode (Standard or Autoamtic Opening). If the

Define Free Assignment Zones:

iLocker is going to be included in a “Free assignment Zone” it is very
important to enable the checkbox “Is free assignment locker”

To enable this option we have to go to the menu: TOOLS/

]

Mame

Groups accessing this zone

& Groups Timezones

|Icu3kels

Description

B[] Lows zone

|5 free assignment 2one:

Dioors that belong to this zone

o] :

E_ Dioars

[ locker1
] locker 2
[=] locker 3
[ locker 4
[=] locker 5
[ locker B

ﬁ

(S T S S 4

Users accessing this zone

g Users Timezones

| | #el:] U

@é Save | € it [ Close

(Fig. 4)

CONFIGURATION/ GENERAL OPTIONS/ ADVANCE and enable the
option “Free assignment Locker”
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In this case we have to enable the checkbox “Is free
assignment zone”. It is very important that we have defined
the iLockers as “Free assignment Locker” otherwise the
software will show us an error message.

Types of Keys:

If we go to the menu TOOLS/ CONFIGURATION/ GENERAL
OPTIONS/ KEYS we will be able to select different types of keys that
we want to use in this zone.

Options g]
B Automatic backup | PMS Accesones ,f Online | Department £z Visitors | Advanced
General MW Lock £ User % Keps k= Haotel 0 FFD
Tracks Key twpes for free assignment lockers

[JTrack #1 () Dynamic keys
(®) Static keys

Control of lockers left closed
Track #2

Size [ Set locker state as opened
24

Time-limited occupancy
[ Track #3 Hours Minutes
2 30

Fieset timing when re-capturing locker

| &5 Frint | [+ Clase

(Fig. 3)

e Dynamic Keys: This type of key allows users capture any
Locker from a Free assignment Zone and after he has leave it
empty can capture again another different one from the same
Zone.

e Llaves Estaticas: In this case the user can firstly cose any
locker from the Free assignment zone. However, after he has
empty it he can only capture the same one.

Set locker state as opened this function is the same one as
we can find in the “Locker List”

Time-limited Occupancy:

This option limits the occupancy of a locker. We have to fill the
boxes and give the time in hours and Minutes.
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Note: If this time expires ONLY a master key will be able to
open the locker.

Reset timing when re-capturing locker: This option allows
reset the timing of a Locker.

i-Locker & Visitors:

In the menu: TOOLS/ CONFIGURATION/ GENERAL
OPTIONS and in the Key tag there is a checkbox “Control of lockers
left closed”. This option will show if the Visitor has left the locker
opened or closed (Not allowing other users use this locker) when we
make the Visitors Checkout.

iLocker Initialisation:

To initialise the iLockers we have to follow the normal
procedure. We select the lockers that we want to initialise and load
them to the ppd. Once we have initialise them we have to download
again this information to the software.

Visits:

The software allows as well Visitors managing, we define as
Visitors, those people not included in our database and that are going
to have temporal accesses to the system due to different reasons. In
order to activate the Visitors features we have to go to: TOOLS/
CONFIGURATION/ GENERAL OPTIONS and then click on the
Visitors tag. (Fig 1)
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Options g|
General W Lock £ User % Keyps k= Hotel 0 FFPD
B Automatic backup PMS Ancesories iy Online £z Visitors Advanced

Default parameters for visitors
Enable visitars

Default checkout time

12:00

Save additional data on...

Mone v

| &h Frint | [+ Close
(Fig 1)

We have to enable the checkbox “Enable Visitors”. The next
box will show us the default checkout time. This time can be modified
when we make a visit checkin. The second box enables the track
(track 1, track2, track 3) if we want to write extra information in the
card. In this case we have to determine the character size for this
option.

Once we habe enabled Visitors, we have to define the Visitors
profile. To do this we have to go the menu DATA and select
VISITORS PROFILES. A Visitor Group List window will appear, we
have to create a new group. The method is similar to create a new
User group, we have to define the accesses and timezones as well as
if these accesses are optional. This is important as if we make them
optional they will appear as such when we make a checkin. (Fig. 2)
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Visitor group El
Group accesses
é B Zones |l Doors | & Outputs
Name Zones ([ﬁ Timezones Optional
‘Swwmm\ng ponl ‘ = @A pool T dhwaps ‘Yes
Description

‘Swwmm\ng poal visitars ‘

[ el 2| =l 1

H o4k O+ X EéSave ‘ | [ Close

(Figura 2)

Visitors Checkin :

To make a Visitors checkin we have to go to the menu Keys
and select « Visitors Checkin » or press F10. (Fig 3)

Visitor E|

Name

iMarc Handels |
Start date

09/03/2005 5| 18550 |

Date of expiry
10/03/2005 S 12:00 |

o/}l Optional facilities

~ A sauna

gl
Additional data

‘ %, Edit key I £z Show visitors J [ Close

(Figura 3)

65



SALTO Software Pro Access Page: 66

We have to fill the following fields:

- Name

- Start date and time

- Expiry date and time

- Group

- Give any optional facility and Additional data
- Finally Edit the key.

In this window there is a button “Show Visitors”. This option will
allow us to see all active visits that we have (Fig. 4)

Visitor list

| 4l Marc Handels 0903/ 2005 10/03/2005 12:00:00| Swimming pool

&
>

[ Clase

|~

(Figura 4)

Checkout visitors:

To make a checkout we have to go to the menu Keys and
press Visitors checkout or press F11.
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The faollowing key will be checked out.

Confirm checkout?

IJzer data %

zer: wictor
" alid from ;
Expiration:  17/4171/2004 1200

AN Qno |

Using PPD .Initializing

PPD is a portable programming device used to communicate
with locks and transfer them data from the PC on the locking
schedule we have designed. Should you have any doubts on this
device usage, please, refer to this PPD Smart User’s Manual that you
will find included in the RW software CD-ROM.

Main menu

Below, you can review a diagram of PPD menu options. It is
important to note that all these options will not always be present,
depending on their being enabled or not from management computer.
As default value, DIAGNOSTIC and COLLECT OPENINGS options
will be present, although we have not enabled them on the computer.

MAIN MENU

UPDATE LOCKS
COLLECT OPENINGS
EMERGENCY OPENING
INITIALIZE LOCKS
DIAGNOSTIC.
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Initializing doors:

When we have our locking schedule finished on our computer,
we must transfer all these data from our computer to the protable
programming device.

We will initialize every door granting it a name that will be
definitive from now onwards.

Ensure that your computer clock time is correctly
adjusted. That is to say, that it does not put forward nor
backward, as it will determine the time on which electronic locks
operation will be based, because the data base has been
designed on your computer .

To download all our locking schedule data on the portable
programming device, connect the device to our computer
by means of a serial cable, and go to program main
menu. Click on the PPD icon.

If it is the first time you use PPD to download a locking
schedule, you may be prompted an error message
window. Click on the YES button to confirm that, from
now on, PPD will be exclusively devoted to your
installation.

A window like the one below will be displayed. In this
window we see all doors pending initialization are
selected.

It is not compulsory to initialize all of them simultaneously,

though it is highly recommended not to leave any pending
door.
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AR /¥ Pro-Access [Bui =15 x|
File Data [Fgeer x|
ﬁ_ Doot [ Status [ walid unil |
o [% Main Entran I Update required ? Sz
oors
% ResearchiDevelopment 'f Update required ? ﬁl —
[ Marketing |' Update required ?
[ Sales I Update required 2
% Production I Update required 2 LI ll
[% Qualiy I Update raqu!rad ? S ave a5 PPD order |
[% Gereral Store I Update required ?
- rPPDstatus—————————
. =l Wersion 0100
Serial number 1.000.0016
Fact. date 26/04/2002
Sending data, .
Pleass, wait ... Battery high [EX0¢
Language English
L X Cancel B .
Change lahguage: |
Actions to dor Select door
I™ Allows emergency apening Select all | & Download |
¥ Initaiize focks Select pending doors [ Close |
Deselect al
Operator: ad Total 7
@M Inicio “ B & ¥ “ ¥ JBandsja de entrada-Ou‘.‘l B Pro-Access RW-esp-Ml:‘.‘“ /\ R/W Pro-Access SEOE e

On
ACTIONS
with PPD.

1.

Figure 63

the lower left-hand side corner we find a box called
TO DO. In this box we will tick off those actions to be done

If we tick off ALLOW EMERGENCY OPENING, this
option will later be shown on the PPD menu.

If we tick off INITIALIZE LOCKS, this option will later
be shown on the PPD menu. We will now perform this
action.

To tick off these two possible options, bear in mind that it is not

enuogh to

tick off the action to do, but also to mark with a cross the

door or doors on which you want to do the action.

If we do not tick off any of these two options, the only
option available will be: Update locks.

We can change the language of PPD display messages.
In order to do that, click on the CHANGE LANGUAGE
option.

When we get all doors arranged in order, click on the
DOWNLOAD TO PPD option.

Data transfer from computer to PPD will last a few
seconds. Watch the computer screen and when you see
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the progress bar of the active window reaches 100%, you
will know the transfer is over.

AR /¥ Pro-Access [Builc == x|
ELEEIN D connection x|
ﬁ_ Daar | Status | walid unti ]
o [ Main Entrance I Update required ? Szl
oors
% ResearchiDevelopment P Updale required s M| —
[% Marketing I Update required ?
[% Sales I Update required ?
[% Production I Update required 7 il ﬂ
[ Quality I Update required ? Cave s PED order
[% General Store I Update required ?
FFD statu
Fro =
x Wersion 01.00
Serial number 1.000.0016
Fact. date 26/04/2002
Sending data.
Please, wait Battery high [E500
Language English
i % Cancel el .
Change language
Actions to do Select door.
I” Allow emergency opening Select all | & Download I
F¥ Iniialize locks Selsct panding docis O Cose
Deselact all
(Operator: ad Total 7

i Inicio |J B & <H “ (Bandeja de entrada - Ou... | E]Pro-ccess RW'esp—Mic‘..“ /\ R/W Pro-Access LA 1008

Figure 64

e Now you can disconnect serial cable, and go to every
door to initialize them.

e Connect to the PPD the cable finished on a special card
with 3 conductors (on the opposite end you will have a
RJ11 phone connector).

e Approach to the first door of your system, plug the cable
connection and turn the PPD on.

e From the main menu window, select INITIALIZE option.
You will get the door list, where you will have to choose
the door you are currently working with. Be especially
careful when performing this step, since door ID
assignation is basic.

e When you view on screen the name of the door to be
initialized, click on OK button of the PPD, and the device
will request you to connect it to the lock.

e You will get on PPD screen a CONNECT TO LOCK

message. Insert in the lock reader the cable connection
end (a special card) and watch PPD screen. You will get
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a progress bar and a sharp beep, that means that data
transfer is in progress, will be emited.

If, by mistake, this communication is interrupted for longer
than three seconds, you will have to repeat the
communication.

Repeat these steps with every door within your facilities.
Take into account that door names will not disappear from
the door list contained in the INITIALIZE option, by having
simply initialized this door. This, will allow you reinitialize
a door if you have given it a wrong name.

When vyou have completed initialization process,
reconnect PPD to your computer through a serial cable,
and click on CONNECT PPD icon. This will update
software data comparing it with actual battery status
values, as well as pending updates. At this point,
INITIALIZE LOCKS menu option will not appear on your
PPD main menu.
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6. Advanced options

In this section some features will be accounted which, on some
ocassions are not essential, but they prove to be very important to
design the locking schedule, on the whole.

General info

Go to the TOOLS pop-up menu and click on OPTIONS option.

The first tag we obtain, displays in the PROPERTY NAME
box the name we gave to the data base when we defined
it at the beginning.

We will also get to more boxes, CITY and
STATE/COUNTRY. Please, fill in these fields according to
your facilities features.

It is also important to fill in the FIRST DAY OF THE
WEEK field, since this piece of information has an effect
on calendar structure.

The DEFAULT EXPIRATION PERIOD is the expiration
time used by default when making automatic key update
(in days).

The print option can be used to obtain a hardcopy report
from all the tags in OPTIONS. It is better to use this
option when the data base is completely desiged, so we
can see all of the fields filled out in these tags.
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Froperty name

|1 Lockl 0 F'F'Dl e Editorl E Automatic backup |.-;«avanced

|Building 10
City

General purpose fields for users———————
[~ Enable figld 1

I San Sebastian
State

I~ Enable figld 2

I Spain

First day of week

I Monday - l

Default expiration period
30

Senal Mo

o

[~ Enable field 2

Save

&5 Frint | [+ Clase

Figure 65

On the right-hand side column, there is a box called
GENERAL PURPOSE FIELDS FOR USERS. If you
enable any of these fields as well, it will later appear in
the user detail window, to be fill in with the piece of
information at your only option.

Save changes before proceeding to the following tags.

PPD status.

Go to the TOOLS pull up menu and click on the OPTIONS
option.On this ocassion, we will choose PPD tag.
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| e Editorl B Automatic backup | Advanced

Diata duration in FPD [daysz)
1

[~ Enable emergency opering

[ Collect audit trail automatically when updating locks

Corn. Part
| Direct to COM1 [~

Save | &5 Print | [ Cloze

Figure 66

e The first field refers to downloaded data duration to PPD
from your computer, until they expire. As a default value,
the system sets a day, though you are allowed to
increase this duration.

Below, you view two optional fields, that can be tick off if
you want to custom PPD default set up.

e If you tick off the ENABLE EMERGENCY OPENING
option, it will also be present on PPD main menu, even
after data expiration.

NOTE: be careful with this option, since if you enable
permanently the emergency opening option, the PPD
turns into a master key that opens all your faclities
doors, and could be misused if on possession of an
unauthorised person.

e If you tick off in COLLECT AUDIT TRAIL
AUTOMATICALLY WHEN UPDATING LOCKS, PPD will
also collect audit trail. of every door, each time you
update that door.

e The box COMMUNICATION PORT allows you to set the

serial port you are using in the computer to communicate
with the PPD.
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Encoder status.

From the TOOLS/OPTIONS pop-up menu, choose EDITOR
tag. A window like the following will display:

General | o Lockl & PPD ™= Editor | 4 Automatic backup | Advanced
r—Editar informatio

Wersion ¥ Enable beep

Im'o-I Com. Paort

| Supported keps I W Use zame com, part as FRD

ET2ACT1A5C Com. Foi

AT24C025C |Direct to COMT =l

AT24C045C

AT24C085C

AT24C1E5C

SLE4442

ATEBSC153

ATEE5C1608

Save | &5 Print | 5+ Cloze
Figure 67

e In this window, you will view version number of the card
editor, from the first connection to your computer serial
port.

e |tis also posible to view the Smart card selection that the
editor can use. Click on the CARDS SUPPORTED button.

e The ENABLE BEEP check box can be tick off at your
option, if you want the editor beeps.

e The check box SAME COMM. PORT AS PPD allows you
to use (or not) the same serial port to communicate with
PPD and encoder. If you do not click this check box , it
means you are going to use different serial ports for each
device , then it is necessary to select a serial port for the
encoder (different from the one used for PPD). You will
need two serial ports available in your computer to work
this way.
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Lock status.

In this window we will specify some operating features of the
electronic locks.

General L Lock | é F'F'Dl ey Editorl B Automatic backup | Advanced

v Audit also shows denied access attempts

v Allow lock erazing
[+ Enable beep

Save | &5 Print [ Close

e You can activate the AUDIT ALSO SHOWS DENIED
ACCESS ATTEMPTS check box if you want the Audit
Trail to show door failed access attempts.

e ALLOW LOCK ERASING: if you enable this option, reset
locks is also possible. We do not recommend this option
for security reasons (unless you are certain that electronic
locks will be used in more than just a locking schedule,
through their life cycle).

e Note: if, at a given point, you want to enable a particular
lock erasing, you will have to initialise the lock you wan to
reset. Updating would not be enough.

e You can tick off the ENABLE BEEP check box if you want
electronic locks to beep when on operation.
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Automatic back up

It is very important to make a back up of the data base, initially
after setting up the system for the first time and then from time to time

as the system is used. This will protect you against a computer crash
situation or a situation where the original data base has been
corrupted.

It is a good idea to make the back up on a regular basis so that
the changes we make when modifying the system, are all included in
the back-up.

General | A Lock | @ PPD | ™ Editer = Automatic backup |Advanced
—Automatic backup parameter
Frequency
IWeekI_l,l j
Time Day of week
I 15 - I I Monday j
Path;
I\\Seweﬂ\BackUp_Flita |
Save | &5 it [5+ Cloge

e The check box ENABLE AUTOMATIC BACK UP allows
us to activate this function.

e The FREQUENCY can be DAILY, WEEKLY or
MONTHLY.

e You can also select the day of the week when the back
up will be done and the hour (from 0 to 24).

e |t is advisable not to make the back up on the hard disk
but rather on the server in a Local Area Network, for
example. Click the button to the right of the field PATH,
and you will be able to select a destination for your back
up file.
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Advanced parameters

In this window, which is blank now, will appear in the future,
program features that can be modified by the administrator. For
instance, maximum number of doors which can be defined.

E
Gereal | B Lock | £ User | Kews | = Hoel |0F‘F‘D|
e Edior | BB Auomdtichackup | PMS | Onie [ Advanced

To b Lsed by ackanced opsiatons orly
Advanced parameters Awalable paameters

PATCH_FIRKWARE_0.21=0 E.ETDE"HJT%HEP\%\:L\E&.HE_D.S‘I
CHECRIN_ST.LfT_TIEIE- 1 EHGW AECESORIES
FVH_TINEQUT=4000 CHECKIN. START_TIME
SYH_TIMEDOUT
Gave | @ Pink | [ Cloze |

If you have acquired the locks after May 2002, we recommend
to set PATCH FIRMWARE=0 in order to improve the system
performance.

« SVN TIMEOUT: by double clicking this sentence, it is
possible to define the time since a key is presented to the SVN
control unit until the control unit receives the information from the
master computer , to update that key. This time is expressed in
miliseconds. This is useful for environments having long delays (slow
stations, narrow bandwidth network) , anyway the majority of systems
will work OK with the standard timeout delay , 2000 miliseconds. If
the network is very slow, a good value would be 4000 or 6000
miliseconds.

Writing extra info on track 1, 2 or 3 for staff keys and
guest:

The software now includes the possibility to write on track 1, 2
or 3 of the key. This option is only available through PMS.

To enable the space to write on the tracks first of all we have
to go to the menu: TOOLS/ CONFIGURATIONS/ GENERAL
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OPTIONS and in the key tag we will see the checkboxes to enable
the tracks where we want to write in and the character size that we
want to assign. (Fig 1)

Options [Z|
| Ps | onine  Spvistos | Advanced
| Gereral | B Lock | £ User | % Keys | ke Hotel | @ PPD | B3 Automatic backup |
Tracks ~Key types for free azsignment lockers
Hotel guests Staff keys () Dynamic keys
[ Track #1 Track #1 Ol
Sz Size
| 1 | 24! [ Contral of lockers left clozed
[ Track #2 Track #2
Sl Size
| 24| | 24! [ Tirme-limited accupancy

[ Track #3 [ Track #3

&h Frint [ Close

Writting extra info in customer and users cards:

To write information in any of the tracks of the cards we have
to go to the menu TOOLS/ CONFIGURATION/ GENERAL OPTIONS/
KEYS. We will find the following window (Fig. 1)

Advanced

B automatic backup |

PMS | oy Onii 8z Vistas |
| General | M Lock | £ User | b~ Hotel | @ FFD |
Tracks
Haotel guests Staff keys
[¥] Track #1 [¥] Track #1
Size Size
24| ]
Content Content
$KED $KET ] |sname ]
[] Track #2 []Track #2
Size Size
Nl [
Cantent onfeht
($ROOM Ll |
[#] Track #3 [ Track #3
Siee Siew
D L2
Content ntent
[Fram: $R.OM Ll |

5 Cloze

( & Fiint (-

(Fig. 1)
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In this window we can select the track in which we want to
write, the size as well as if we want to write the info in the customer
keys or in the users keys. In adition, we have to define the the size
(number of bytes) that we want to reserve for each track.

The next step will be to select what we want to write in the

track. To do this we have to press the button. We will see the
following window (Fig. 2)

Tracks content configuration E|

Content :

$EED $KET

Macros

RS0 F.ep start date I'_I.Jj,lmmd& Imzert
ST F.eyp start time [hhmm)

$KED K.ep expiration date [vyrmmdd]
$EET K.ep expiration time [hhmm)
$UED Uzer expiration date [wwmmdd]
FEUT Uzer expiration time [hhmm)
$RO0M  Room name

$HAME  User name

$GPF Uzer general purpoze field 1
$GFPF2 Uzer general purpoze fhield 2

$GPF3 Uzer general purpose field 3 [ "'/ Ok ]
FROM Fep ROM code ’

x Canicel ]

(Fig. 2)

In this screen we will select the macro or macros that we want
to be written by default each time we encode a new key. The software
allows us to write as well a constant value before or after each macro.
To do this we will write it before or after the macro in the content
window.

Finally we will press the I v OK l button. As from this
moment each time we issue a key this fields will be written in the
selected trascks.

More useful tools.

Auditor

e |If you select the AUDITOR option in the pop-up menu
TOOLS, a window like the following will be shown. Here,
all the operations made by every operator will appear in
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chronological order. You can choose to view the list in
order of operators, operations, etc...

e |If you want to have a print out of all of this information,
just press the button PRINT. Make sure a printer is on line
with your computer.

e |If you want to clear this window, to get more available
memory space, just press the PURGE button.

P 5ystem auditor - 1ol x|
n Datefiteing

I WAoo
E"  Last 2 daps
Date/lime [Opeator_[Event [Object addilional dala [<] | ¢ Last7days

| |24/09/2002 13:21:2] admin Logaut

|| 24/09/2003 14:14:4% admin Login  Last 2 manths

|| 24/09/2003 14:39: 28 admin New user Eugenio aparicio

[_|24/08/2003 14:40:4 admin New user Andiea Matinez ® LG

|_|24/03/2003 14:47:0; admin New user Cristing Fuentes " Last 12 manths

|| 24/09/2003 14:41:3( admin MNew uzer Rafael Botija

| |24/09/2003 14:42:0° admin Mew user Maria de la torre i Ta
24/09/2003 14:42:3 admin New user Andrés Gdmez T | l—_.|

[ |24/08/2003 14:43.0° admin New user Pedra Fiubio e G

| [24/09/2002 14:43:37 admin New user Ervique Zabaleta Reload

|| 24/09/2003 14:44:2; admin MNew uzer Lucas Lapez

|| 24/09/2003 14:48:2¢ admin Key aszigned Andrea Martinez [24/09/2003-24/10/2004] Drder by

|_{24/09/2003 14:43:4{ adrin Key assigned Andrés Gomez [24/09/2003-24/10/2004] W

|_|24/05/2003 14:50:00 admin Key assigned Crigtina Fuentes [24/03/2003-24/10/2004]

|_|24/03/2003 14:50:1% admin Key assigned Ernique Zabaleta [24/03/2003-24/10/2004]

|| 24/09/2003 14:50:2% admin Key assighed Eugenio aparicia [24/09/2003-24/10/2004]

|| 24/09/2003 14:50:37 admin Key aszigned Lucas Lopez [24/09/2003-24/10/2004]

|| 24/09/2003 14:50:4: admin Key assigned Maria de la tarre [24/09/2003-24/10/2004]

|_|24/05/2003 14:50:5¢ admin Key assigned Pedro Rubio [24/03/2003-24/10/2004]

|_|24/03/2003 14:57:0¢ admin Key assigned Rafael Botija [24/03/2003-24/10/2004] & Print

|_|24/09/2003 15:16:4¢ admin PPD initialized PFD

|| 24/09/2003 15:17:2¢ admin Data download to PPD PFD E\ Purge

|| £ i Logout

5 Gaafen— Jlogn | B oo

4

Back up

If you select the BACK UP option in the pop-up menu TOOLS,
the program will make a back up copy of the data-base you are
working with, and will save it by default in the same folder where the
original data-base was saved. It is advisable to make a backup of
your system before any major access changes are made so that you
can return to your initial set up, if at any time you have a computer
crash or a virus. It is important to keep the back up in a support
different from the hard disk, for example a floppy disk or a CD-rom.
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5l

He Data Hobeldate Keys Perpheras Took Help

B Es

L4

e &

& &

Backup path:

|\\Seweﬂ “BackUp_Rita\Hotel domus\Backups',

WWServerl\BackUp_RitstHat. AHotel domus 0309 302

]

Ok XK concel |

Dooris Zones Users User groups | Timed periods  Timezones Ealendar DsT Connect PPD dudit biail
1|

Eackup file:
olel domus:

[Operator: admin

|30j05/2003 14:43:59 | PPDicoMt | Editor:comi |

=l

A Inicio ‘ B & =i || Geendess ... | Psuros.. |[Anamsc.. cipo... | @iHavsen..| B GEDTE 10

Compact and repair

This tool allows you to compact and repair the data base if it
has been damaged for any reason. For example, a power supply
failure while the HAMS software was operative.

EAHAMS Connected [Hotel domus]

Fle Dats Hoteldsts Keys Periphersls Tock Help

N EI

|

€

e &

¢ A

@ You are going to compact and repair the DB, Continue?

During this operation all processes will be stopped, Continue?

Doors Zunes Users Usergroups | Timed periods  Timezones Ca\endav DsT Connect PPD Audit trail
x

|Operator: admin

|30i09j2003 14:45:05 | PPD: COM1 | Editar: COML

Al

#nicio |J HE | [Gigandeja ... | [lsatos.. W ooy, | EHAMSen.. | |G BB WL 1945
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On line

This tag shows the information about which computer is the
communication master for On line devices. (On line wall readers and
up daters). If we are working in a Local Area Network , with several
work stations against the same data base , only one of these
workstations can be the peripheral manager.

The ONLINE PERIPHERAL MANAGER field shows the name
for this computer in the LAN.

The check box THIS MACHINE IS THE ON LINE
PERIPHERAL MANAGER only can be ticked off for 1 workstation,
should be disabled for the others workstations in the LAN.

x|
Gereral I M Lock | £ User | k= Hotel | & FrD ™ Editor
] Automatic backup I FMS | Accesones &J‘ Orilire Advanced

Online peripheral manager
RITa

¥ This machine iz the online peripheral manager

Save | &5 Frint [5* Close

Peripheral menu
This menu has got 2 important options:
MONITORIZATION OF ON LINE CONTROL UNITS and
PERIPHERAL LIST.

Monitoring On Line Control Units

This window will allow us to control in real time, the on line
control units status and make some special operations as setting
emergency open mode or emergency close mode.
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One of the best advantages of the on line control unit is that
the black list is transmitted automatically to this door, by pressing the
UPDATE CU button. (without needing to visit the door with a card just
updated- carrying the black list for the cancelled user.)

This black list will be transmitted in real time if we are working
with the communication master computer. If we are working with
another workstation , the black list can take several minutes to be
transmitted to the On line control unit.

Com. | Mame State Battery | P address Total 0
@ [ mainen trance I = 192.168.000.241

Emergency close:
End emergency
[} Update £
Showy firrmwsare

5 Close
“a, Clear svents

¢ Tick off the check box near the CU we are commanding to
activate the software buttons.

e The OPEN DOOR button can be used to make a remote
door opening , if the computer we are working with is the
communication manager for peripherals.

eWith the OPEN DOOR button we can open remotely

several On line control units at the same time (the ones
selected).
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Online control units

Com. | Mame State Battery | IP address Tatal 1
@ main entrance m = 192.168.000. 241 =

# Emergency open
M Emergency close
End emergency
[l Update CU
Shovy firrrwsare

[+ Close
"o, Clear events

-> 30/037Z003 15:13:44 main entrance aduin Door opened (online)

the EMERGENCY OPEN MODE can be activated if we
want the door opened for some time, no matters who is entering
at this time. This has nothing to do with the standard office mode
, or automatic opening. To finish this special working mode , just
click the END EMERGENCY button.

x|

Online control units

Com. | Mame State Battery | IP address Total: 1

& main entrance J] = 192.168.000. 241
# Open daoor

M Emergency close
End emergency
[l Update CU
Shovy firrrwsare

[+ Close
"o, Clear events

-> 30/037Z003 15:13:44 main entrance aduin Door opened (online)
-» 3040972002 15:1€:06 main entcrance adwin Start office mode {online)

After clicking the END EMERGENCY button, the door will go
back to its normal operation.
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allowed users)

Online control units

Com. | Mame State

[ main entrance m =

Battery | IF addiess

152168000 241

x|

Total 1

# Open daoor

Emergency open
4 Emergancy op:
W Emergency close

foooEndenergency

[l Update CU
Shovy firrrwsare

[+ Close
"o, Clear events

-> 30/037Z003 15:13:44 main entrance adunin
-> 30/08/2003 15:1€:06 main entrance adwin
—+ 30/09/2003 15:17:28 main entrance admin

Door opened (online)
Btart office mode (online)
End office mode (online)

The EMERGENCY CLOSED MODE can be used if we want to

maintain the door closed to any user or guest (no matters they are
for some time. As we have done with the
EMERGENCY OPEN before , this EMERGENCY CLOSE MODE
finishes by clicking the END EMERGENCY button.

Dnline control units x|
Com. | Mame State Battery  IP address Total: 1
@ main entrance m = 152168 000.241
4 Open door
# Emergency open
b M Emegency ciose ]
End emergency
[l Update CU1
Shovy firrmwrare
[+ Close
“a, Clear events
> 30/09/2002 15:13:44 main entrance aduin Door opened {online)
> 30/09/2002 15:16:06 main entrance aduin Ztart office mode {online)
-» 30/09/20023 15:17:28 main entrance aduin End office mode (online)
-» 30/09/20023 15:20:4Z main entrance Pedro Rubio Door opened (key!
> 30/05/2003 15:21:0Z main entramnce adwin grart of forced closing [online
4 |

In the image on top , we can see how 1 allowed user may

enter the door. But then, after setting the EMERGENCY CLOSED
MODE (3 minutes later) Pedro Rubio is no longer able to enter ,
because of the emergency closed mode. (Image below).
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Online control units

Com. | Mame

@ main entrance

State

Total: 1

3 Open door
# Emergency open

Ballery | IP addhess
= 192 168.000.241

i W Emergency close

End emergency
[l Update CU1
Shovy firrmwrare

[+ Close
“a, Clear events
Door opened {omline)

x|

15:12:44 main entrance
1E:16:06 main entrance
18:17:28 main entrance
1E8:20:42 main entrance
15:71:0Z main entrance

aduin
aduin
aduin
Pedro Dubio
adwin

Start office mode {online)
End cffice mode (online)
Door opened (key)

Start of forced closing

{online)

Pedro Bubio Opening not allowed: door in emergency state

15:23:06 main entrance

K] | ¥

eThe UPDATE CU button can be used to transmit
information to the control unit , when we have made a
change in the data base , which implies this control unit to
be updated.

e The SHOW FIRMWARE button can be used to see the
firmware version for this control unit.

Online control units firmware updates 5[
Name Ethernet Version Cu £l IP address
main entrance oo 0.oo noo3 0.oo 192.168.000.241
Firmware file Tatal 1
Serd fimware |

¢ A on line control unit is made from 2 elements, the ethernet
board and the CU board. Ethernet board is shown as
device 0001 and CU board is shown as device 0003. The
firmware version for these elements has not got to be the
same for both, mandatory.
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e Sometimes, it may be necessary to update the firmware
version , to provide the on line control unit with new

features. Salto Systems will
this operation is required. |

inform the customers when
n order to download a new

firmware in a on line control unit , follow these steps:

e Select the file where the new

firmware file is kept , in your

hard disk . You can do it by clicking the little button with 3
points at the right of the FIRMWARE FILE field.

Online control units firmware updates |
Name Ethernet Wersion Cu Wergion IP address
main entrance o001 01.00 nooz 01.00 192.168.000.241
Firrruasare: file: : Total: 1
IC \Archivos de programatSALT DAHARM SAFIR MW ARE e altofimey_0007_0100. tet I
Send firmware | [ Close

In the example, the selected file has 2 numbers:

means the device it is used for (ethernet
version for this firmware. Now you can
button to transmit the firmware file.

the first
board) and the second is the
click the SEND FIRMWARE

E}+HAMS Connected [Hotel domus] . R == x|
File Data Hrbeldaba  Kewe Devinkeresle Trole  Heln
H—
ﬂ [ Online control units firmware updates i
Doos| @ | Name Ethenet  Version &) Version 1P addhess
main entrance ooot 01.00 0003 01.00 192168.000.241
Updating Cantrol units firmusare x| —I
Please, wait ..
36%
"% Cancel
15:
15:
152
15:
15:
152 Firmnwars file Total: 1 foate
IC.\Av:hwus de programatSALT ONHAM S WFIRMWARE \saltofimme_0001_0700.tx o
& oo
Gperstor 14 |

Hnicio| | Bl @& =1 [ || Gipandess .| PWsaros...|[ nams .. ycipow

| e | (LS GEITES 150
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This operation will take several seconds . At the end of the
transmission , you will get a confirmation message from the software ,
to assure the operation has been finished successfully.

It is possible to send the firmware file to several control units at
the same time.

Then, you can repeat the procedure with the firware for device
0003, which is the CU control board. This firmware files will be
supplied by Salto when necessary.

Peripheral List

This list has 2 functions: creating On line devices such as On
line wall readers and updaters , and assigning the IP address to these
devices. In our example, the “main entrance” wall reader is already
created , becausee we have created it as a door.

lreripheral list gl =|

Lo T TR i o Signal Address |

IP address
1592.168.000.241

Peripheral type
| Ethernet online contiol unit

2 # [mainentrance an line cantrol Lnit

Mew [, Wiew details B Delete | &= Prirt | [ Close |

¢ The top buttons have the following functions:

¢ SCAN. Can be used for on line wall readers and updaters. It
will inform the operator about the communication status
for the On line device. A green icon means good
communication, a red icon means that there is some
problem.

¢ SIGNAL: this button can only be used for updaters, not for
on line wall readers. It makes the updater to beep and
blink for a while, to locate it , if we are not sure about its
phisical location.
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¢ ADDRESS: this button can be used for on line wall readers
and up daters. After pressing the CLR button for some
seconds , (while the green led is blinking) it is necessary
to press the ADDRESS button , so the selected IP adress
will be caught by the on line device. If we do not receive
an error message, it is assumed that the IP address has
been properly caught by the On line device.

e Always make sure that an IP address is free and available,
when you are going to assign it to a On line device.

Peripheral x|

m [ Hame
Tk Il Signal |

Degcription
I Address |

|IP address
|DDD.DDD.DDD.DDD

Peripheral type
I M Ethemet encoder j

ﬁ [~ Run update reader

[ Enable besper

[T T R T T4 @é‘ Save [+ Cloze

We are going to create an updater in our example. This
operation can only be made if we are working with the peripheral
master computer,(TOOLS/OPTIONS/ON LINE).

Let’s click the new button in the PERIPHERAL LIST and we
can give a name to the device. Also it is necessary to write an IP
address for it, and select between ETHERNET ENCODER and ON
LINE CONTROL UNIT.
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Peripheral x|

@ ‘.l MName

' updaie Sionl |

Degcription
[UD5Kit Address |

|IP address
|1 92.168.000.243

Peripheral type
I o Ethernet encoder j

% [+ Bun update reader

[ Enable beeper

[T T R o X Save [+ Close

It is necessary to tick off the check box RUN UPDATE
READER if we are creating an on line updater.

If we want the updater to beep while in operation, let’s tick off
the ENABLE BEEPER check box also. Then, changes must be saved
and we can assign the IP address to this device.

EAHAMS Connected [Hotel domus] N &) x]
Flle Dats Hoteldats Keys Peripherals Took Help
P == & &+ 4 ® A & e =
& Y reripheral list _|ol x|
a0 :
Moa o ‘ Senan | Signal | b |
Peripheral x|
ool unit
IF address
192168000 243
Peripheral type:
@ Etheinel encoder -
R ¥ Fiun update reader
I~ Ensble beeper
N 3 cave | G Oisse | :1
New | [, View details | B Delsts | & Pint | [ Close |
|operator: admin | 01/10f2003 9:14:34 | PPD:COM1 | Editor: COML | Za]|

R Inicio |J B & < || Gioandeia... | Brostven... | Psaos... | @uamsen.. [ A namsc.. [QEGEEDITE o1s

It is necessary to press the CLR button in the updater circuit
for some seconds until the green LED starts blinking , and then, we
must press the ADDRESS button in the software , and wait for some
seconds. (as in the image on top). If we do not receive an error
message , it is assumed that the updater has caught the IP address

properly.
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The updater will be working continuosly , and it will update any
staff card which is inserted , giving it a new expiration time which is
the one shown in TOOLS/OPTIONS/USER. The updater will also
transmit the black list regarding the cancelled user keys. The updater
does not update guest cards, it updates staff cards.

nPeripheral list =]

1 [
I [ R R Signal | Address |
€3
|cnm ﬁame |Descnptinn IP address IF'eripheraI type: I ;I
@  main entrance on line control unit 192.168.000.241 _E Ethernet online contral unit
4 192.168.000.243 Q. we Ethernet encoder

Mew | [, Wiew details H Delete | & Prirt | [ Close |

All the updaters UD2kit, UD5kit and UDS8kit are actually
ethernet encoders for wall mounting.

Encoder and PPD firmware update

Note: This software option is exclusively limited to the
E6000 and E9000 and just to edit cards belonging to system
never used by SALTO.

The software permits you to update the key encoder.

To update the encoders firmware you need to go to menu:
TOOLS/CONFIGURATION/LOCAL OPTIONS. And click on” Show
Firmware”

Next, a screen will appear (Fig.1) This screen will show you all
the encoders that are available in our system.

Select the encoder or the encoders that you want to update.

Choose the root where the firmware update is located in our
hard disc, clicking on the button with three points (...) located close to
the firmware file field.

To transfer the update to the encoder, click on “Send

Firmware”
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Nombre:

@ Editor serie local

Direccidn [P

Fichero de firmware :

Tatal: 1

C:\Archivos de programatSALT O4HAMSSFIRMWARE \saltofirmw_0001_0110.kt

L

Erwiar firmware:

[ Cerrar J

Update the readers (just for E6000):

The software includes an option to update the readers for a
E6000 system.
To do this, we will need a special PPD which will be provided
for this sort of installations.
On the PPD screen, a new option “Firmware files” will appear.
We will need to load those files to the PPD and next,it will
necessary to update the readers.

PPD connection

Door

[
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Actions to dor

[ Initialize Incks

1o

102

202

203

204

301

302

303

cine

hotel + privacidad el...
Laharatorio
Incker 1
locker 2
locker 3
locker 4
lncker §
Incker £
prusba?
puerta entrada
3auNa

[ &illows emergency opening

Status Yalid until
05/07/2008
b Update required 7

l' Update required 7
’ Update required 7
b Update required ?
b Update required 7
b Update required 7

X

Search

|

3 2
Save as PPD order

l' Update required 7
02/08/2005 PPD status
02/08/2005 “Wersion 01.00
18/02/2008 Serial number 1.000.0030
b Update rerpied ? Fact. date 10/07/2003
l' Update required 7
b Update required 7 Battery very high [ER03
lr Update required 7 Language Espafial
¥ Update required ? Mermary [kb) 128
b Update required 7 ] 128
’ Update required 7
b Update required ? Change language
Select doors
Select all ‘ & Downlnad
(-7 -
Select pending doars e
Deselect al i
Tatal 16
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Roll-Call:

This option allows to know how many and which users are in a

“‘Roll-Call” area in every moment. The information on “Roll-Call” areas

is automatically ipdated every minute.
This option is enabled in the

menu: TOOLS/
CONFIGURATION/ GENERAL OPTIONS/ ADVANCE/ ROLL-CALL

How to create a Roll-Call area:

In order to create a Roll-Call area we have to go to the menu
DATA/ ROLL-CALL AREA.

Roll-call area

E’IZ]%

Doors giving access to thiz area

Readers
Name

Description

:d

| &&h Prinl

(Fig 2)

[ Clase

For each Roll-Call area we have to define the online readers
that give access to that area. To do this we press the +/- button and a

selection screen will appear where for each online door we can find
the two readers (#1 y #2).
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Roll-call area

- Doors giving access to this area
Readers
Selection dialog
|
Description | Mon-selected items | (=3 | Selected items I
Laboratony [#1] Door &1 [#1]
Droor A2 [H1) & | Droor 42 [H2)
Door A3 [#1]
Laboratony [#2] <@ |
Dioor A1 [H2)
Door &2 [#2) Q}:"
E 2
J Ok x Cancel |
= ”
R S 2 Bave | & Print | [+ Close

We have to choose which of the two readers is the entrance to
the area reader and pass it to the other side in the selection window.

Note: Once we have created all the areas that we want to control
we have to create one area more.

Extra Area:

This area will be the reference where we will find thye users
when they are not in any of the first created Roll-Call areas. In this
software feature there is a very important concept: “Users do not exit
an area but enter another one”. If we don’t create this area, the
software will not be able to interpretate the exit of an area unless this
exit is the entry to another area.

In order to create this area we have to select all the online WR
that give exit to the previous Roll-Call areas and are not entrance to
an already defined area.

Example:

A: Area roll call
#: On line wall readers
D: Doors
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In the example we have defined the different Roll-Call areas
that we want to control (A1, A2, A3)

A1: entrance readers: D2 (#1), D3 (#1)

A2: entrance readers: D3 (#2), D4 (#1)
A3: entrance readers: D1 (#2)

Once we have defined this Roll-Call area is necessary to
create a new area AO. This area will show us How many and What
Users are not in this areas (A1, A2, and A3)

A0 will have the following configuration:

AO: entrance readers: D1(#1), D2 (#2), D4 (#2)

Monitorization of Roll-Call areas

To access to the information that the Roll-Call areas provide to
us we have to go to the menu PERIPHERALS/ ROLL-CALL.

Roll-call area # Date

= A0 1
hiomer

22/02/2006 14:53: 46

liza 22/02/2005 14:53:44
smithers 22/02/2005 14:53:50

O Refresh

Add user Remove user ‘ & Fiirt | [ Close |

(Fig. 2)

In this screen we will obtain the information of the number of

users that we have in each area and the details of who and when did
they access to the area.
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We can search a user by writing the name in the box. Then the
user will be highlighted and located.

There is an option to add o remove users manually. To do this,
we have to press the buttons of the bottom of the screen.

There is also a pop-up window with these options if we press
the right botton of the mouse.

Note: Be aware that the SALTO Rol-Call feature depends on the
physical door control installation of your building. Without such
hardware (i.e. turnstiles) it will be difficult to obtain a correct Roll-Call
information report, as people can exit and enter in groups without
presenting their id-carriers.

Reading keys.

Sometimes, we may find a card whose owner is unknown. To
find out whom it belongs, click on the READING KEY button from the
KEY main menu. The system will solicit you to insert the unknown key
on the ENCODER.

Buildi =]
File Data Keys PFD Togls Help
_\. =
3 1
B o € & g & d o @
Doois Zones Users  Usergmoups | Timed periods  Timezones  Calendar DsT Connect PFD Audi rai
|
297
cading oy (com 1)~ £
Insert eard
[ Close
[Operatar: admin [ 17/05/2002 12:03:52 | [
Anicio|| B @& 53 (] || Eipandeia de entrads - Ou.. | Epro-access Ru-esp - Mic. .|| 4 /W Pra-nceess L2EIE 2o

Figure 76

As soon as you insert the key on the ENCODER, a key data window
will be displayed, providing key owner data.
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B /W Pro-access [Build

Fle Dats Keys FPD Tooks Help

B e &£ o & BH O [
Doors Zones zer grou

Users I} ps | Timed periods  Timezones  Calendar DsT Connect tPPD Audi tral

x

Eugenio Aparicio

Status  Assigned
Valid from  16/05/2002 17:30:00
Expiration 15/06/2003 23:50:00

Memory

|operator: adnin [ 17/05/2002 12:01:04 | [

Hnicio||| B @& 53 [ || Bandesa de entrada - ou.., | EPro-Access R-esp - Mic... || /W Pro-Access EEIE 20

Figure 77

In this instance, we see that the key belongs to a System user
and we can also view its validity and expiration dates.

Should you want to read any further keys, click on the READ
button.

Show Key detect mode:

NOTE: THIS OPTION IS ONLY COMPATIBLE WITH THE FOLLOWING
FIRMWARE VERSIONS. ALL PPD WITH FIRMWARE VERSIONS V.1.0.2 OR
INFERIOR ARE NOT COMPATIBLE WITH THIS OPTION.

In order to activate this option is the software, we have to go to
the menu: TOOLS/ CONFIGURATION/ GENERAL OPTIONS and

press the “ADVANCED” tab. (Fig. 1)
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Options

M Lock £ User

3.4 Oriline

General
Pi5

% Keys

b Hotel
2 visitors |

Avtomatic backu
Adwanced

& FFD

To be uzed by advanced operators only.

Advanced parameters

Available parameters

PATCH FIRMUARE 0.91=0
FREE_LSSIGNMENT LOCKER=0
SHOW_ROM_CODE=1

SHOW_KEY DETECT MODE=1

PATCH_FIRMWARE_0.91
ROOM_TOGGLE

SHOW ACCESORIES
CHECKIN_START_TIME
SYN_TIMEOUT
IS_DEFARTMEMTAL
USE_PRIMILEGES
FREE_ASSIGMMEMT_LOCKER
ROLL_CalL

SHOW ROM_CODE

SHOW KEY DETECT MODE

[ &5 Prirt

] [ [5+ Close

(Fig. 1)

We have to pass to the advanced parameters window the
option “SHOW_KEY_DETECT_MODE”

After this we will have to go to each Door, Room, iLocker and
or Associated Door where we want to enable this option and enable
the checkbox “ibutton key detection: Pulse mode”. (Fig. 2)

Door [Z|
Open mode and periods Groupz and uzers that access this door
Open mode
i Standard v | g Groups Timezones
Name
A1 |
Drescription
|
Connected door
115 online
Open time [sec] Increased open time O
8|/ 20|
Anti-passback,
] Er.ﬂable R ks Zones thiz door belongs to 5
! g Users (g Timezones
[ swudit on keys
[#] iButton key detection: pulsed made
Lock state
e
fo Update required
Walid until
| ‘ [ Firrrware ]
EFd o ] ]
(Fig. 2)
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After finishing with the selection, we will need to update all the
doors, rooms, ilockers or associated doors that we have modified.

Show ROM code:

In order to activate this option is the software, we have to go to
the menu: TOOLS/ CONFIGURATION/ GENERAL OPTIONS and
press the “ADVANCED” tab. (Fig. 1)

Options g|
General W Lock £ User % Keys k= Hotel é FFD B automatic backup
P53 w3y Orline £ Visitors Advanced i
To be uzed by advanced operatars only,

Advanced parameters Available parameters
FREE_ASSIGHMENT LOCKER=O0 -
SHOW_ROM_CODE=1 CHECKIN_START_TIME

SWMN_TIMEOUT

[S_DEP&RTMENTAL
USE_PRIVILEGES
FREE_ASSIGMMEMT_LOCKER
ROLL_CALL
sHOW_ROM_CODE

[ &h Prirt ] [ [ Cloze

(Fig. 1)

We have to pass to the advanced parameters window the
option “SHOW_ROM_CODF”

The ROM code will be shown when we read a key inside the
content of it.

The ROM code will be shown each time we export users and
each time we export the Audit Trail.
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Automatic key up date

There is an option in the KEYS menu, called AUTOMATIC
KEY UP DATE, which allows you to up date the user cards without
needing to go to the user list and select the required user.

This function leaves the encoder in the requesting key status,
and it will automatically update user access profiles, (new and
eliminated user cards), on every user card inserted. It does not matter
in which order the user cards are inserted. The expiration date given
to these cards will be the same for all users, and it is the value stated
at TOOLS/OPTIONS/GENERAL, in days.

AR Pro-Access Excellence [Building 10] =
File Data | keys PPD Tools Help

g Feee 7 em ] =
Doos | #4 Defetekey P8 |ser group Ber Connect PPD Audit ail
@, One shot key
ﬂ Automatic key update  F9
Operator: admin |29j05(2003 10:27:23 | PPD: COM1 | Editor: COML |
i Inicio “.E@A| [¥jBande;.. I.SALTO ”W {_JC:iDoc |.P -, |@HAM5 | m

This function allows the system administrator to make the
changes in the user profiles, without needing to manually up date the
cards one by one.
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HRW Pro-Access Excellence [Building
File Data Keys PPD Tools Help

—l&ix|

B m € ¢

Doors Zones Users User groups | Timed periods — Timezones Calendar D5T

& E O

=

Connect PPD Audit trail

Update key - x|

User: Ramdn De la Tore
Key successtuly updated .
New expiration : 28/08/2003 2400

Remaove key

|operator: admin |29j05¢2003 10:28:42 | PPD:COMI | Editor: CoML |

galnicium | - R | |J “g6ance...| Bllsato [ 7 RwPr., Cucipec.. | EiFroac.. | EiHans-. | (LS @OEE 02

PPD connection. Portable programmer.

You may need to connect PPD to your computer in order to
carry out an emergency opening, for example. This may be
necessary if a door electronic lock runs out of battery.

To perform an emergency opening, follow the steps explained
below. Then, click on the PPD menu option from the front desk main
menu (Ensure that the PPD is connected to your computer serial port)

PPD connection

Door | Status Walid until |

[ Main Entrance 16/05/2003
% ResearchiDevelopment lf Update required 7
[ barketing b Update required 7
[ Sales lf Update required ?
(% Production b Update required ?
[ Guality b Update required 7
?

[ General Store lf Update required

Selectdoors————————

Actions to do

¥ i

Select al |

x|

Search

&

3 1
Save a3 PPD order |

PPD status—————————
Wersion 07.00

Serial number 1.000.0016

Fact. date 26/04/2002

Battery high E

Language English

Memon [kb] 128
0 128

Change language

& Download |

[ Initizhze locks

Select pending daors
Deselect all

Total &

Figure 78

[ Close |
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On the lower left-hand side corner we find a box called
ACTIONS TO DO. In this box, tick off ALLOW EMERGENCY
OPENING option. Put a croos on the door from the door list you want
to open in this mode, and then, click on the DOWNLOAD button to
transfer data on to the PPD.

e Data transfer will last a few seconds. Whn the progress
bar reaches al 100%, disconnect the PPD from the serial
cable and go to the door that requires an emergency
opening.

e Turn the PPD on, clicking once on the red key, and
choose EMERGENCY OPENING menu option. Use the
scroll arrows provided to browse through the menu
options.

e Click on the green key to validate you choice. PPD
display will prompt you this message window: CONNECT
TO LOCK.

e Connect PPD to the lock using a communication cable
equipped with a special card on its end. Insert this card
on the slot so that the conductors point towards chip side.

e You will hear the lock engine sound, and in a few
seconds, the door will be ready to be opened and the
PPD display will prompt you this message window:
DOOR OPEN, ROOM NUMBER.

We recommend you to replace lock batteries of the newly
opened door immediately. Salto locks are equipped with 3 alkaline
batteries, LR03 AAA, 1,5V model.

After battery replacement, you must update the electronic lock
with PPD, since when running out of batteries, the internal clock stops
and time zones and calendars settings are lost. In order to learn how
to perform a PPD update, refer to the PPD Smart User’s Manual that
you will find included in the RW software CD-ROM.

Audit Trail. Collecting door opening data.

It is possible to know who has opened hotel door and at what
time, performing an audit trail on our facilities doors. To audit a door,
follow the following procedure:
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Take PPD and go to the door to be audited. Turn PPD on
clicking once on the red key and browse the COLLECT
OPENINGS menu option.

Press the green key to validate the choice, and PPD will
prompt you a CONNECT TO LOCK message.

Connect PPD to lock using a communicattion cable which
ends on a special card and you will see data transfer in
progress.

Go back to the computer and connect the PPD to the
serial port.

If you get the CONNECT TO LOCK message on PPD
display, press the red key to upgrade one menu level. If
you fail to do so, you will not be able to communicate with
your computer.

Click on the AUDIT TRAIL option from the front desk
menu. A window like the one below will be displayed:

= [=]

rDatefiteing———————

" Last 2 days

|Dale.flime

IDDDIS |Usa|s |ﬁ IDpelatmns

" Last E months
" Last 12 months

From Tao

12/04/200- |1DJDEJEDD:j‘
Fieload |

Order by
Date/time -

Expart [9,27]
& Print

@_:‘ Purge:

4 [ Close:

Now, click on the CONNECT PPD button in the application
active window. The data collected with PPD will be shown in the
window. SORT BY button may help you to view data according to the
most convenient criterion, by date, by user, by door, etc.
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i [ Datefiteing

L - 4

[iJEE i Last 2 days
Date/lime IDDDIS |USEIS |ﬁ IDDelal\uns |;| © Last 7 days
17/05/2002 11:56:24  Main Entrance adriin PPD connection i+ Last 4 weeks
17/05/2002 12:3240  Main Entrance adrnin PPD cornection

17/05/200212:34:00 | Main Entrance
17/06/2002 12:34:10 | Main Ertrance
17/05/2002 12:34:20 | Main Entrance
17/05/200212:34:28 | Main Entrance
17/06/2002 12:34:42 | Main Ertrance
17/ 3500 |Main Entrance

Eugenio Aparicio
Andiea Martinez
Cristina Fuentes
Ramndn DelaTome
Javier Ldpez

Doar opened [key!
Doar opened [key!

Doar opened [key

)
)
Door opened [key]
)
Doar opened (key)

Door opened [key]

Figure 79

atl

" Last 3 months
" Last E months
" Last 12 months

From Ta

204047200 |1ems;2mj‘
Fieload |

Order by

Date/time -

Evport
& Print
B Puige
Cr Close

e Failed opening attempts will be shown in red.

e If you want to turn this window into a text file, just press
the EXPORT button and you will be able to choose the
folder where you want to save this file.

e |If you want to have all this information in a printed paper,
just press the PRINT button and you will obtain the
AUDIT TRAIL printed down , when a proper printer is
connected to your computer.

e |tis recommended, from time to time, to purge the AUDIT
TRAIL window to occupy not so much memory space . In
order to do this, just press the PURGE button.

New filter

To make and save special filters we have to press the
“Advanced Filtering” button in the Audit Trail window. Once we press
this button we will find the following window (Fig. 1)
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Personalized configuration

Marme : | v] El% @
Drescription | |
whio Where Wwhat
= € lsers = [ Doors - ¥ Operations
Ang eser Ans doar Any operation
= 3 Operators = Wl Zones 3 Operation: groups
Any operafer Ay zene
= ¢ Groups
Any growy
|
when
Date Period Day of week Time period
Last 12 months [28/07/2004 - 28/07/2005] Any day 00:00 - 23:59
%]
o Ok [ Clear ] ’ X Cancel
(Fig 1)

This filter allows to filter the events by Who (user, operator and
or group) has done the event, Where (Door, Zone) it has been done.

What operation or kind of operation has done and When has the
operation been done.

Create a new filter

We have to select who we want to filter. To do this, we have to

press the button in the botton of the “Who” window. We will see
the following window (Fig. 2):
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Selection dialog [g|
Uszers | Operators | Groups b
by
Mon-zelected items @ Selected itemns
Mz Ina Hughes M kdr Paul Kilkelyltest]
Lucy Drawling = b Ernmet 00 alley(test]
Mary Coztella 1 Faul Kill:elly
Jacky Jones E] bz b ary Owens
Fiona Falvey Liza McGeehan
Tom Geaney Evelyn Fanning
Tracy O'Connel Fat Glawey
Tom O'Grady
Sally Ruane
Ray Dooley
b an Flynn
b ary Flaherty
Marie O'Caornor W
B4 7
[ o Ok l ’ X Cancel
(Fig. 2)

We have to select the users that we want to filter, in the same
way we will select the operators and groups of users that we want to
filter.

Note: If we want all the Users, Operators, Groups to be shown
we will leave in the right side f the window any user, any operator and
any group.

The next selection window is Where. This window allows us to
select the Doors and Zones that we want to Filter. We will press again

the button to select the Doors and Zones that we want to
filter.(Fig. 3)
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S5election dialog [5_<|

Doorz | Fones

Mon-zelected items
A door
Annex_StairsT
Annes_Stairgd
Annes_Staired
Annes_Staired
Anney_Stairsh
Anney_Stairzh
B.0.M Front Door
Annex Canteen
B.0.M Corridor Door
Shantalla H.C Entrance
Fozt Room Annes
Canteen H [

L I N IS ) EN [y

42 3

Selected itemsz

|

&) e @&

Anney M ain Exntrance
Annex Right Entrance
Annex Left Entrance

(<

| ¢ Ok | ’ x Cancel

(Fig 3)

In the same way we will include the Zones that we would like
to filter.

Note: If we want to show the events in all Doors or Zones we
will select the option “Any door” or “any zone”
The filter also permits to select the operation or group of

operations that we want to Filter. To do this we will press button
and we will select the oeration or Group of operations that we will
want to filter. (Fig 4)
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Selection dialog E|
Operations | Dperations groups |
MNon-selected items @ Selected itemsz
LOCK STATE CHAMGE OPERMINGS
MAIMTEMANCE DISCARDS
LOw BATTERY EVEMTS
OPERATORS OPERATIONS
4 2
I W Ok l [ X Cancel
(Fig. 4)

Note: If we want to see all the operations that these users
have made we will select “any operation”

Finally we can select the dates of our filter. To do this we will
press the button and we will see the following window (Fig 5):

Select period

[ate period
() Last %' davs

II' ) weeks

) morths

() Specific date period

3

]

Time interval
Fram : To:
00:00 S =)
Day of week :
|.-’-‘«n_l,J day A |
[ o Ok l l XK Cancel
(Fig. 5)
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This window allows us select the filter period: selecting the last
days, weeks or months or from other side select the period between 2
dates (by activating the option “Use specific period time” as well as
the day or days of the week that we want to filter. (Fig. 6).

Select period §|

Date period
() Last %' days

L]

() Specific date period

From : Tao:
0/01/2005 v | (1000172005 v

Time interyal
From : To:
0000 4| z3mm =)
Day of week
|,ém_|,; day w |

[ o Ok l ’ X Cancel l

(Fig. 6)

Once we have made all the selections we will see them in the
following window (Fig 7).

Perzonalized configuration
Marme | V] Ia @
Diescription | |
who ‘wihere what
= £ Useis *~ = W Doos 3 Operations
Ewelyn Fanning Annex Left Entrance = ¥A% Operations groups
Liza MclGeehan Annex Main Entrance DISCARDS
Mr Emmet O'M alleytest] Annex Right Entrance OPEMNINGS
b Paul Kilkelly = Wl Zones
Mr Paul Kilkelly[test] g Arny mone
Mz Mary Owens
Pat Glavey v
L
‘when
Date Period Diay of week Time period
Last 12 manths [26/07/2004 - 26/07/2005) Any day 00:00 - 23:59
1040172005 - 10/01/2005 Any day 00:00 - 23:59
' Ok [ Clear ] [ XK Cancel
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To see the results of the filtres we press the I v 0K l
button.

The selected filter can be eexported to a txt. And xlIs. File by
pressing the export option.

Save the filter:

The software allows to save these filters for future times. To do

E]
this we have to press button. We have to fill the name and
description of the filter.

Language. Language change.

As default language, Salto RW software for access control has
English, although you may modify it clicking on theCHANGE
LANGUAGE key from the FILE main menu, and choosing another
amongst those in the list.
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7. SALTO Host Interface Protocol SHIP

In order to activate the SHIP feature we have to go to the
menu TOOLS/CONFIGURATION/GENERAL OPTIONS and press
the SHIP tab. We will find the following window (Fig. 1).

Options E|

General A Lock £ ser % Keps & FPD B Automatic backup

vty Orline SHIP £z Visitors Advanced

SALTO zerver [SHIF)

[¥]Enable SHIP server in this machine

SALTO server [SHIF) Wersion :

AZNAR 1.0 b Wiew communications

TCPAP part

8095
HOST server [SHIF] :
[] Enabled

Save = [ [ Cloze
(Fig. 1)

Activate communication SALTO (server) — Host (client)

When SALTO acts like server first of all we have to activate the
foIIowing checkbox : [“]Enable SHIP server in this maching

Once we have activated it we will see the name of the PC that
is going to work as Server “SALTO server (Ship)

Finally we have to select the TCP/IP port from where the
communication is going to be made.

The option ’ Wigw commLnications

will allow us to view all
the information shared between the SALTO server and all the clients
connected.
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Activate communication SALTO (client) — Host (Server)

When the HOST is the server we have to enable the following
checkbox:

Once enabled we have to fill up the “HOST server (ship)” with
the name or IP address of the PC that is going to make this function.

After that we have to fill up the number of connections that we
are going to establish and the TCP/IP port where the communications
are going to be made.

The “Timeout” is the time that a client SALTO waits for the
server HOST to answer a request and return a result.

Wigw commLnications

The option will allow us to view all
the information shared between the SALTO server and all the clients
connected.
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Appendix I: RW software (MS-Access) version 6.0.1.X:

release notes

1. Introduction

This document is aimed at providing some basic explanations about the new
features implemented in the RW software version 6.0.1.X for MS Access. The
intended audience is internal staff that deal with the fabulous SALTO software in
some way or another (such as tech. support and marketing). It is not an user
manual, though it may serve as a basis.

The main contributions of this software release are as follows:

e Automatic changes
e Automatic data synchronisation
e New supported carriers

e Key issuing

2. Automatic changes

Starting from version 6, the RW software supports automatic changes. This is a
new open mode for CUs. Unlike the open modes we have known so far (for
example, OFFICE), automatic changes allow CUs to vary their open mode along
different time intervals. For example, from 00:00H to 08:00H -> OFFICE mode,
from 08:00H to 18:00H -> AUTOMATIC OPENING and from 18:00H to 24:00H ->
STANDARD mode.

More specifically, an automatic change is a time interval in which the CU works in a
defined opening mode. Thus, three parameters define an automatic change: start
time, end time and opening mode. For a given day type (normal day of week,
holiday, special 1 and special 2), up to 8 automatic changes may be declared. In
order to allow different combinations, the RW software groups different day types
(and their associated automatic changes) into 256 tables.

In summary, the SALTO DB includes 256 automatic change tables, where each
table contains the 10 day types (Monday to Sunday, Holiday, Speciall and
Special2) and each day type, in turn, may contains up to 8 automatic changes.

As for the graphic interface, the ‘DATA\TIME PERIODS...” menu option now shows
two more suboptions, namely, Time Periods and Automatic Changes, as shown in
the picture below.
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EA HAMS Connected [DBSample]

File | Data Hotel data Kews Peripherals Tools Help

B poors g @
=

= E| Lockers "

[ﬂ. Lsers |lzers lzergroups  Timed periods  Tin
AA Zones
€% User groups
ﬁ Visitar profiles
@E Timezones
@H" Timed periods ... F E;HV Timed periods ‘

B calendar fﬁ Aukomatic changes

& psT

& output lisk

Figure 1: accessing to the automatic changes window through the main menu.

The picture below (figure 2) shows the window that allows setting up automatic
changes. Within this window you may modify the automatic changes of a given
table and day type (through the corresponding ‘+/-‘ button) as shown in figure 3.
You may also copy automatic changes from one day type to another (through the
‘=" button) as shown in figure 4 or even copy a whole table into another (through
the ‘= Copy’ button) as shown in figure 5. Finally, you may make a given CU works
in automatic change mode as shown in figure 6.

Automatic changes
= Mame Description
[ < [ Automatic change #01 | | |
A
= Monday N
1.00 230 10:10 1800 |
ﬂ_

| 3 Automatic change #03 - | E]
o 4_Aulumal\c change HO4 |Tuesdap
o 5_Aut0mat\c change HO5
o E Automatic change HOE |
_| 7 Automatic change HO7 \.I.\u'j?.l?lnesday
o B_Automat\c change HOS ot z30 15:00
o S_Autnmahc change #09 ‘ [E]
| 10/ Automatic change #10 Thursday

11 Automatic change #11 [ |
_| 12 Automatic change #12 | | E]
_| 13 Automatic change #13 Friday
_| 14 Automatic change #14 [ |
o 15 Automatic change #15 | | B

16 Automatic change #16 Saturd
o alurday
_| 17 Automatic change #17 | . |

18 Automatic change #18
— -'h"— i

18 Automatic change #19 | | . -
— e

20 Automatic change #20 = =

21 | Automatic change #21 [ a,_—_‘, Save ] [ Cancel changes
— w

Figure 2: automatic changes window.
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Edit automatic changes

rs—(.
From To Open mode Add
0C:00 0z:30 = Office
0230 05:00 I Keypad only
05:00 10:10 O Standard
10:10 12:00 B Key+PIN
12:00 18:00 EAutomatic opening + Toggle
1800 21:00 M Toggle
21:00 24:00 O 5tandard
Merge
7
00 230 1010 18:00

H

I o Ok l ’ X Cancel l

Figure 3: modifying automatic changes of a given table and day type (button ‘+/-").

Select automatic changes @

T able name
| Automatic change 01 v |
Dray tupe
|M|:unda_l,l w |
00 230 10:10 18:00

[ J ] 3 l [ X Cancel ]

Figure 4: specifying the table and day type from which you want automatic changes to be
copied (button ‘=").
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Copy automatic changes

Select the table of automatic changes yau want to
copy from:

4

Autarnatic change B0

Select the table of automatic changes you want to

3

Copy ko

|.-'1'-.ut-:|mati|: change #01

4

L wox |

’ X Cancel ]

Figure 5: specifying the source table and the destination table for automatic changes to be

copied (button ‘= Copy’).

Door
iode and periods Groups and uzers that access this door
Open mode:
| lAulomatic changes b | Groups Timezones

| Table

Mame }Aulomatlc change #01 v |

!Maim ertrance | Keypad code

Description B 0000

| | Connected door
|5 online

Open time [gec) Increased open time

| 6| 1)

Anti-passback Automatic outputs
[[] Enable anti-passhack Z Outputs & Time period =
g Users Timezones
£ User 00001 Ty blways
(=] :
Lock state Zones this door belongs to
£ Eiiee
[EQ ALL ZONE
'/3 Update required
Valid until
| ‘ l Firmware I

5 W 1 i

Figure 6: making a CU work in automatic change mode.

3. Automatic user data sync. tool

This feature is intended for synchronising user data between two systems, SALTO's
and an external one (called master), by means of text files. The master system is
responsible for producing sync. data files and SALTO is responsible of processing

them and alter its DB accordingly.
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Basically, this feature works as follows (see the corresponding specs document for
further details): the master system produces a text file containing a list of users.
For each user in the list, the master must specify, among other parameters, the
operation to be performed on the SALTO DB. So far, the supported operations are:
1) add a new user to the SALTO DB; 2) modify the data attributes of an existing
user; 4) delete a user; 5) Cancel a user's key. Therefore, unlike the IMPORT tool,
which just adds new elements to the SALTO DB, the synchronisation tool is more
flexible since allows users to be created, modified or deleted.

Bear in mind that the current synchronisation tool ONLY works for USERS, you
cannot synchronises any other kind of entity (such as doors, timezones, etc.) In the
future, the synchronisation tool MIGHT BE extended to the rest of the entities.
Similarly, other types of format MIGTH BE also supported (such as Excel) in the
future.

Note also that the synchronisation process is only performed by that SALTO
instance declared as comm. master.

The software provides a wizard to guide the operator through the setup of a
synchronisation job. Basically, within this wizard, the operator is requested to
specify the type and location of sync. data files, the significance of each column
within the sync. files and the time scheduling plan (see figures 9 to 13).

Effectively, sync. jobs may be scheduled according to a flexible time planning: for
example, as shown in figure 13, it is possible to execute a sync. job on a regular
basis (every ten minutes in every day). Thanks to this flexible time scheduling,
master systems may synchronise their user data in an automatic way without any
manual intervention in the SALTO software.

Please refer to the corresponding specs document to learn the user data model on
which the synchronisation tool is based. Not every user data is synchronisable: for
example, in this current version, it is not allowed to synchronise data concerning
access permissions (doors/zones and timezones).

As for the graphic interface, you may create a user synchronisation job in two
different ways, as seen in the pictures below: either by selecting the ‘FILE\
IMPORT/EXPORT\SYNCHRONISATION’ menu option or the ‘TOOLS\SCHEDULED
JOBS’ one. Whichever option you choose, you end up with a new sync. job added to
the list of scheduled jobs, as seen in figure 8. You may modify the settings of an
already scheduled sync. job at any time by clicking on the ‘View details’ button in
the job list window. By doing so, the same wizard will be launched again for you to
peform the desired changes.
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RW Pro-Access Connected [PBSample]

File Data keys Peripherals Tools Help

e 6 &

Lemre Lo e aups  Timed periods

ImportfExport

Logout

Change language ¥

[ Exit

RW Pro-Access Connected [DBSample]

File Data Keys Peripherals | Tools Help

ﬂ Auditar

Operators and permissions ¥

Daors Zones nodsz  Timezones

Make backup

CompackRepair

scheduled jobs

Zonfiguration r

Figure 7: two different options for executing a synchronisation job.
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EA scheduled job list

Sort Search
Eé}o = - EE |Narne v| | |
)
b
Mew ] l [, Wiew details ] ’ H Delete ] l [+ Close
l () Refresh ]

Figure 8: list of scheduled jobs.

X

Synchronisation

Data zource ype
| CSW file]=. TT = C5W “

S A LTO Select file to import/synchronize

|\F'mgram files\SALTONAW PRO-ACCESS W gers bx

Brovise

[ < Back ” Mext > l [ x Cancel

Figure 9: data sync wizard. Specifying the type and location of data.
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Synchronisation

x)

File parameters

File type: NS v|

Skip rowes: D
Separator; Test qualifier; |:|

SALTO

Select entity to impart?

| Users w

[ < Back H Mext » ] [ x Cancel

Figure 10: data sync wizard. Specifying the CSV parameters and type of entity.

Synchronisation

Specify the mapping between fields in the source fle and thoze in the SALTO
DB
Source fields [in| Destination figldz [DE] Example
1 [Action] 3
2 zer D [UeerExtiD] oo
SALTO 3 Firzt name [FirstM ame] Michael
i 4 Lazt name [LastMame] Graszzplace
] General purpose field 1 [GPF1] 112233
&) .
Ulzer expiration: treat blank as non-expirable uzer
’ < Back ” Mext » l ’ x Cancel

Figure 11: data sync wizard. Specifying the significance of columns within the CSV file.
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Synchronisation

O

Scheduling

Run now

Schedule for later execution

L]

SALTO

Frecuency tupe: Daily Frecuency [days) 1. Docurs every 0070
Starting at: 00:00 Ernding at; 23:59, Start dater 14/ 22006 15:21: 26,

End date: Mo end date

Marne of zcheduled job:

|User AT gl

cgack ||

Mext » l

x Cancel

]

Figure 12: data sync wizard. Specifying the time scheduling plan and name of the job.

DatefTime scheduling

Frecuency tupe

(%) Daily

[raily frecuency

() Ocours once at;

(%) Ocours eveny:

Diuration

[raily

Frecuency [days)] 1

[EE

[ o Ok

Starting at:

Ending at;

Start date: 144222006 | () End date:

{*) Mo end date

(510720 ]

[+ Close ]

3

Figure 13: data sync wizard. Specifying the time scheduling planning.
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4. Enhanced local configuration window

Encoder settings within the local configuration window has been slightly changed
(see figure below). It is important to fully understand the following two key
concepts to avoid confusion: the ‘local serial encoder’ and the ‘operator’s encoder’.
The ‘operator’'s encoder’ refers to the actual encoder to be used by any SALTO
operator that logs on locally in the SALTO software. It may be any encoder that has
been setup within the system, be it serial or ethernet. If you select ethernet as the
type of encoder, you must also choose one among all the available ethernet
encoders.

On the other hand, the ‘local serial encoder’ refers to the actual encoder connected
to the machine through a serial port (or USB-to-serial adaptor). This encoder may
be used by the SALTO PMS server or the SALTO SHIP server when requested to
issue keys in the local encoder. Likewise, this local encoder may also be used by
any SALTO operator logged on provided that the ‘operator’s encoder’ parameter has
been set to use the ‘local serial encoder’.

x)

Local options

FFD E ditor information

Carmn. Part Wersion

Diirect to COR1 W

E ditor Supported keys
Enable beep

Local zerial editor

|lze zame com. port az PPD

Operator's editor
(%) Use local serial editor
() Use ethermet editor

[ Show firrmware ]

Save | [ Cloze |

Figure 14: local configuration window.
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5. New supported keys

There are two new types of supported keys, namely, Picopass and HIDICLASS.

6. Key issuing

Key issuing is defined as the process of configuring a brand new carrier for later
assigning/encoding in a SALTO encoder. Normally, end users are provided with
carriers already issued at SALTO (such as blue, red and yellow smart cards or
iButtons). These carriers can be then used in whatever property. However, certain
properties require their carriers to be customised at the property according to a
specific configuration. As a result, these customised carriers cannot be reused in
other properties. The RW software now offers such a key issuing tool. Currently,
two types of carrier are supported: PicosPass and certain smart cards. Bear in mind
that issuing of certain types of carriers will require a second encoder with a special
smart card.

As for the graphic interface, you need first to activate the KEY_ISSUING advanced
parameter (see ‘TOOL\GENERAL OPTIONS\ADVANCED’) before emitting any carrier.
A new tab will be shown in the general configuration window as shown in the figure
below. Within this tab you may setup all the necessary parameters required for
emitting carriers in the property. In addition, a new option will also be shown within
the KEYS submenu (see figure 16) to have keys emitted.

General A Lock £ User % Keps é FPFD B automatic backup
454 Online £ Visitors lzsuing Advanced

Ermizzion types and parameters

Types: Emigzion mode;
Type P

»
Ocuz2 Farameters

FIM:

Emizgion type:
uco v

Save = G+ Claze

Figure 15: configuration parameters for key issuing.
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RW Pro-Access Connected [DBSample]
File Data | kKeys Peripherals Tools Help

ﬂ 2 Read key F7 @

Doors % Delete key i er groups  Timed periods
Reset locker data

@ Autornatic key update  FO9

Figure 16: new key issuing option.
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